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This policy has been guided by, and is in accordance with the provisions of, the 

following documents: 

 The Data Protection Act 2018, The Data Protection, Privacy and Electronic 

Communications (Amendments) (EU Exit) Regulations 2020 

 Data Protection: toolkit for schools (DfE August 2018): 

https://www.gov.uk/government/publications/data-protection-toolkit-for-schools  

 Data protection for Education Providers (31/12/20) 

 Information and Records Management Society: Information Sharing - Advice for 

practitioners providing safeguarding services to children, young people, parents and 

carers (DfE July 2018) 

 Freedom of Information Toolkit and Procedures 

 

Also relevant in this area are the Princecroft policies on:  

o Child Protection, Online Safety and the Code of Conduct for Staff 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/969514/20201102_-_GDPR_-__MASTER__Keeling_Schedule__with_changes_highlighted__V4.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/969514/20201102_-_GDPR_-__MASTER__Keeling_Schedule__with_changes_highlighted__V4.pdf
https://www.gov.uk/government/publications/data-protection-toolkit-for-schools
https://www.gov.uk/guidance/eu-exit-guide-data-protection-for-education-providers
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/721581/Information_sharing_advice_practitioners_safeguarding_services.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/721581/Information_sharing_advice_practitioners_safeguarding_services.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/721581/Information_sharing_advice_practitioners_safeguarding_services.pdf
https://ico.org.uk/for-organisations/foi-self-assessment-toolkit/
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1. General Principles: 

 We recognise that schools have increasing access to a wide range of personal data, 

commercially sensitive financial data and sensitive information about pupils, parents and 

staff, some of which we are legally required to gather and process in order to carry out 

our duties as a public authority, but also to support the development of pupils 

(educationally, socially and emotionally), to protect the pupils in our care and to facilitate 

the efficient running of the school.  

 Data and records provide evidence for protecting the legal rights and interests of the 

school and provide evidence for demonstrating performance and accountability.  

 Under the UK Data Protection Legislation (as listed above) there are strict legal 

guidelines in place as to how data should be both ‘controlled’ and ‘processed’, which the 

school is fully aware of and complies with. 

 The amount of data held by the school will be reduced to the minimum necessary to fulfil 

its statutory obligations and legitimate school and pupil management needs. 

 Data held by the school will be routinely assessed to consider whether it needs to be 

retained.  

 Personal data held by the school will be safely and securely stored (electronic or hard 

copy) and sent by secure means. 

 These regulations apply to ‘personal data’, ‘special categories of personal data’ and 

personal data relating to ‘criminal convictions and offences’.  

 This policy applies to all data and records created, received or maintained by school staff 

in the course of carrying out its functions. It is the responsibility of all members of the 

school to take  care when handling, using or transferring personal data to ensure that it 

cannot be accessed by anyone who does not have permission to or a need to access 

that data.  

 
2. Key Definitions: 

 Commonly used data format means the format in which the data is stored must be 

widely used and well-established. 

 Data controllers determine the purposes and means of processing personal data. 

 Data processors are responsible for processing personal data on behalf of a controller. 

 Data protection impact assessments are required when introducing new technology 

for the handling and processing of personal data and when data is processed on a large 

scale.   

They assess the level of risk involved and the security measures that need to be put in 
place to protect individuals. 

 Information Commissioners Office (ICO) is the UK’s independent authority set up to 

uphold information rights in the public interest, promoting openness by public bodies and 

data privacy for individuals.  

 

 Personal data is defined as any information relating to an identifiable person who can 

be directly or indirectly identified, including by reference to a unique indicator such as a 

‘unique pupil number (UPN)’. 

 Personal data breaches are defined as a security incident that has affected the 

confidentiality, integrity or availability of personal data. A personal data breach takes 

place whenever any personal data is lost, destroyed, corrupted or disclosed; if someone 

https://ico.org.uk/
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accesses the data or passes it on without proper authorisation or if the data is made 

unavailable and this unavailability has a significant negative effect on individuals. 

 Records are defined as all those documents which facilitate the business carried out by 

the school and which are thereafter retained (for a set period) to provide evidence of its 

transactions or activities.  These records may be created or maintained in hard copy 

and/or electronically.  

 Special categories of personal data (previously referred to as ‘sensitive data’), 

demanding a higher level of protection specifically refers to information held and 

processed about an individual relating to: 

 racial or ethnic origin 

 political opinions 

 religious or other philosophical beliefs  

 trade union membership 

 genetic or biometric data 

 physical or mental health 

 sexual orientation 

 criminal convictions or offences 

and, as this data, by its very nature could create more significant risks to a person’s 
fundamental rights and freedoms, there are additional safeguards in place. Processing of 
these special categories is prohibited, except in limited circumstances set out in Article 9 
of the UK GDPR.  

 Structured Data is data which can be extracted by software (e.g. from a spreadsheet) 
as is therefore normally machine readable. 

 Subject Access Requests gives individuals the right to see a copy of the information an 

organisation holds about them. 

 Third countries is any country outside the United Kingdom 

 Unstructured data is the collective name for the information that your organisation 

creates, and keeps, to help it carry out its primary tasks, but isn't in a recognisable 

structure or contained in a database 

 
3. Requirements of the UK General Data Protection Regulations (UKGDPR) 

 Under the UK GDPR (Article 6 of the ‘Keeling Schedule’) the data protection principles 

set out the main responsibilities for organisations which require that personal data shall 

be1: 

a) processed lawfully, fairly and in a transparent manner in relation to the data subject 

(lawful, fairness and transparency) 

b) collected for specified, explicit and legitimate purposes and not further processed in a 

manner that is incompatible with those purposes 

c) adequate, relevant and limited to what is necessary in relation to the purposes for 

which they are processed 

d) accurate and, where necessary, kept up to date with every reasonable step being 

taken to ensure that personal data that is inaccurate, having regard to the purposes 

for which they are processed, are erased or rectified without delay 

e) kept in a form which permits identification of the data subjects for no longer than is 

necessary for the personal data to be processed, and 

                                           
1 See Article 6 of the General Data Protection Act for full legal 

terminology 

http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN
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f) processed in a manner that ensures appropriate security for the personal data 

including protection against unauthorised or unlawful processing and against 

accidental loss, destruction or damage using appropriate technical or organisational 

measures 

 
4. Responsibilities: 

The School: 

 has a corporate responsibility to maintain its records and record keeping systems in 

accordance with the regulatory environment and the person with overall responsibility for 

this policy is the Head Teacher (for more detail see sections below on  ‘Documentation’ 

and ‘Accountability and Governance’). 

 is required to appoint a Data Protection Officer (DPO) to oversee the collection, 

processing and security of data and the person responsible at Princecroft is Christine 

Challoner, who can be contacted through the school office. 

 as both a controller and processor of personal data, has a responsibility to register with 

the ‘Information Commissioner’s Office’ and to renew the registration annually. 

 must inform pupils, parents, staff and governors (through the issuing of Privacy Notices 

– see section below) what data they are required to collect and retain and the lawful 

basis for processing personal data as defined by Article 6 of the UK GDPR. 

 must, through the same Privacy Notices also inform pupils, parents, staff, and governors 

of any special category data and/or data on criminal convictions or offences, they hold, 

together with the lawful basis for that processing as defined in Articles 6 and 9 of the 

‘Keeling Schedule’. 

 follows the guidance with regard to information sharing of data related to safeguarding 

and child protection as set out by the Department of Education (DfE)  

Information Sharing: Advice for practitioners providing safeguarding services to children, 
young people, parents and carers (DfE July 2018). 

 must produce and maintain, through an annual audit an ‘Information Asset Register’ 

(Appendix 9) detailing all data that it holds (see section 7 below). This register must be 

kept, detailing the types of sensitive data held, where held and by whom it is accessed. A 

copy of this register can be found on our school website. 

 
Sharing and/or receiving personal data between the UK and third countries 

 Where we need to transfer personal data which is either undergoing processing or is 

intended for processing in a third country or to an international organisation we will follow 

the procedures as outlined in Chapter 5 (Articles 44 and 45 of the ‘Keeling Schedule’). 

 We have identified what data, if any, we receive from third countries and are aware who 

the data controller and processors of that data are and where the data is stored.  

 We understand that we are responsible for carry out our own risk assessment and that 

we are complying effectively with UKGDPR. 

 
The Data Protection Officer (DPO): 

 informs and advises the school and its employees about their legal obligations to comply 

with the UK GDPR and other data protection laws. 

 manages internal data protection activities and oversees regular data audits. 

 is responsible for ensuring that the Information Asset Register (Appendix 9) is kept up to 

date and that staff are involved in an annual audit of its contents in relation to the files 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/721581/Information_sharing_advice_practitioners_safeguarding_services.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/721581/Information_sharing_advice_practitioners_safeguarding_services.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/969514/20201102_-_GDPR_-__MASTER__Keeling_Schedule__with_changes_highlighted__V4.pdf
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that they hold, and is the first point of contact for external supervisory authorities as well 

as those individuals (pupils, staff, parents and governors) whose data the school holds. 

 advises on Data Protection Impact Assessments (DPIA)and ensures that they are 

carried out in advance of any processing of data likely to result in a high risk and that the 

impact on any of an individuals’ rights and freedoms, including (but not limited to) privacy 

rights have been considered. 

 ensures that when a DPIA concludes that there is a high risk, which cannot immediately 

be mitigated against, the ICO is consulted before any such data is processed. 

 carries out regular risk assessments to ensure the most appropriate security measures 

are in place for information management. 

 Coordinate and oversee the following data management activities and controls: 

 

Activity  Frequency  Lead 

Maintenance of Info Management 
and Data Register (Appendix 9) 

On-going Finance and HR Assistant 

Audit of data held and destruction 
of out-of-date records and data2. 

Annual 
 

Head and the Finance and 
HR Assistant 

Encrypting sensitive data On-going  All Staff  

Reviewing data backup 
procedures 

Annual Finance and HR Assistant, 
IT Support Technician  

Identifying staff responsible for 
data security and maintaining a 
log of names / roles 

Annual Head 

Wiping of laptop data when re-
issued and/or before disposal 

As necessary  ICT Support  

 
Individual Staff and Employees: 

 must ensure that records for which they are responsible are accurate, are stored 

securely and, are disposed of in accordance with the school’s policies and records 

management guidelines. 

 must ensure that when confidential data needs to be sent to another individual or 

organisation (whether that be in electronic format, hard copy or both) they follow the 

procedures as outlined in section 10 below. 

 must contribute to the annual review of the Information Asset Register (Appendix 9) by 

advising the DPO of any additions or deletions from the register of records that they hold. 

 
This will form part of staff induction and training procedures. 
 
Parents/Carers (in respect of both themselves and their children), and Staff: 

 should ensure that the information they provide the school with is accurate and kept up 

to date. 

 
5. Rights of Individuals on Whom Data is Held /Subject Access Requests 

 The UK GDPR identifies 7 ‘rights’ of individuals on whom data is held, some of which 

apply to schools and others which are aimed at commercial practices.  Below is a 

                                           
2 The DofE provide guidance on the management of data records and a checklist for its annual 
review and safe destruction in its publication “Annual Review of School Records and Safe 
Destruction Checklist” 
  

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/data-protection-impact-assessments-dpias/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/737237/Records_Checklist_Safe_Data_Destruction_Log_accessible.docx
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/737237/Records_Checklist_Safe_Data_Destruction_Log_accessible.docx
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summary of the guidance regarding each of these rights, but more detailed information 

can be found on the ICO website or by clicking on the links below.  Hard copies of these 

documents can also be requested from the school office.  There are 7 rights in relation to 

their personal data, as outlined by the UK GDPR are: 

o right to be informed (privacy notices) 

o right of access (subject access request) 

o right to rectification (correcting inaccuracies) 

o right to erasure (deletion of data when there is no compelling reason to keep it) 

o right to restrict processing (blocking or suppression of processing) 

o right to data portability  

o right to object to the inclusion of information (based on grounds pertaining to their 

situation) 

 Some of these rights may not apply, depending on the legal bases on which we hold and 

process the data but those rights, which are relevant to the class of person on whom 

data is held (parent/carers, pupils, staff, governors), are reflected in the respective data 

privacy notices at Appendices 1 to 5. 

 An individual can make a request regarding any of the areas detailed below either 

verbally or in writing and they need not be directed towards a specific person or contact 

point.  Requests can also be made by social media. However, we would encourage any 

individual wishing to exercise their rights to put their request in writing (see Appendix 10 

and 11) and/or speak directly to the DPO or a member of the school’s senior 

management team. A third party can also make a SAR on behalf of another person as 

long as the School has received confirmation that the third party has their permission.  

 We have timescales in place to provide individuals with a response to any request they 

make but there may be exceptional circumstances (e.g. school closures) where it is not 

always possible to adhere to these time schedules.  Where this is the case, individuals 

will be kept informed. 

 In all cases we will justify our decision in writing and a copy will be kept on the school’s 

files. 

 Much of the data that schools are required to collect and process falls under our duty as 

a public authority in order for us to fulfil our legal obligations, and this basis is referred to 

as our ‘public task’.  In addition, we also hold data on other bases (as outlined in our 

Privacy Notices) namely, ‘contract’ (in relation to the staff we employ) ‘consent’ 

‘legitimate interests’, ‘legal obligation’ and ‘vital interests’.   

 
Right to be Informed: (Please also refer to the section below on ‘Privacy Notices’) 

 At the time of requesting data from individuals (pupils, parents, staff, governors), the 

individuals must be informed of their rights regarding that data. You have the right to be 

told how the school processes your data and the reasons for the processing. In order to 

provide this information to you, Princecroft School has a privacy notice to explain what 

data we collect about you, how we collect and process it, what we process it for and the 

lawful basis which permits us to process it. Our privacy notices are contained within this 

policy and published on our website. 

 In the event that it becomes necessary for us to process personal data in a way that has 

not be detailed in the privacy notice already received, we will ensure that we bring this 

change to the attention of all individuals involved before we start processing. 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-be-informed/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-of-access/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-rectification/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-erasure/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-restrict-processing/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-data-portability/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-object/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-be-informed/
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 Where we have obtained personal data from another source (e.g. outside agency or 

another school) we will provide the individuals concerned with the necessary privacy 

information within a reasonable period of obtaining the data and no later than one month 

from receiving it. 

 In addition, there may be times during the school year when we may require further 

information from you for a specific purpose. At that time, will advise you of any additional 

information regarding your rights as we are required by the UK GDPR. 

 If we are reliant on ‘consent’ as our lawful basis, you will be ad vised of that and you will 

be required to give your consent in writing.   

 
 
 
Right of Access:   

 All individuals have the right to access their personal data and supplementary 

information and this is referred to as a ‘Subject Access Requests (SAR)’. Appendix 6 

gives more information on SARs in the form of ‘Frequently Asked Questions’.  

 The right of access allows individuals to be aware of and verify the lawfulness of the 

processing of their data. This right of access can also be exercised by a child, even if 

they are under the age of 16. However before responding to any such request, we retain 

the right to consider whether or not the child is mature enough to understand their rights.  

More detailed information can be found in section 6 below. 

 The information that we provide in response to any request will be in a concise, 

transparent, clear and easily accessible format. This will be particularly important where 

the information is addressed to a child. 

 Individuals have the right to be provided with a copy of the information that is held on 

them free of any charge unless the request is manifestly unfounded, excessive3 or 

repetitive, in which case the school reserves the right to charge a reasonable fee, based 

on the administrative costs of providing that information.  Should this be the case, 

individuals will be advised of any charges in advance but we are not required to comply 

with the request until the fee has been received. 

 A reasonable fee may also be charged for further copies of the same information. 

 Information must be provided without delay and at the latest within one month of receipt 

of the request, or longer depending on when the request is made (see final bullet point).   

 Where a request is complex or numerous, the school can extend the compliance period 

for a further two months as long as the individual requesting the information is informed 

that this will be the case within one month of the receipt of the request.  The school will, 

at the same time, explain why this extension in time is necessary. 

 Whilst it is always our aim to respond in a timely manner, given the nature of the school’s 

academic year, should a request be received less than one month before the end of any 

term or within a school holiday period, the school will require an extended period of time 

in which to comply and this will be explained to the applicant at that time. 

 The school reserves the right to refuse to respond to a request when they are manifestly 

unfounded or excessive, especially if they are repetitive.  In such cases, the individual 

making the request will be informed of the school’s decision not to comply together with 

                                           
3 As defined in the ICO guidelines in each section on ‘rights’. 

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-of-access/
https://ico.org.uk/your-data-matters/your-right-of-access/
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the reason why, as well as informing them of their right to complain to the supervisory 

authority without delay and at the latest within one month. 

 Where the request is made electronically, the school will provide the information 

requested in a commonly used electronic format unless you request us to supply it in 

another format. 

 Where we hold a large amount of personal data about an individual, we can ask that the 

request be specific. 

 If by responding to a SAR we would also have to disclose information about another 

individual who could be identified from the information supplied, we do not have to 

comply with the request unless the other individual has given their consent or it is 

reasonable for the school to proceed without their consent.  

 
Right to Rectification: 

 One of the fundamental principles underpinning data protection is that the data the 

school processes about you will be accurate and up to date. You have the right to have 

your data corrected if it is inaccurate or incomplete.  

If you wish to have your data rectified, you should do so by completing the data 
rectification request form in Appendix 10. 

 Where the school has disclosed this information to a third party (e.g. Department for 

Education or Local Authority) it is responsible for ensuring that the third party also 

corrects the data in question.  The individual will be advised of any third parties to whom 

the data has been supplied, where appropriate. 

 The school must ensure that data is rectified within one month but we may extend this 

period for a further two months where the request is complex. 

 Where the school decides not to take action to rectify data at the request of an individual, 

we will explain why and inform them of their right to complain to the Information 

Commissioner. 

 Where we feel that a request is manifestly unfounded or excessive, we can also refuse 

to comply with the request whilst explaining our reasons in writing to the individual 

concerned. 

 Individuals may request a restriction of the processing of their data where they are 

contesting its accuracy and the school are checking it and, as a matter of good practice 

this request should be complied with even if the individual has not exercised their right to 

restriction (as detailed below). 

 
Right to Erasure:  

 Individuals have the right to request that their information is erased/deleted where there 

is no compelling reason for its continued processing i.e.: 

o where it is no longer necessary for the school to hold that data (bearing in mind the 

requirement to retain certain documents for a specific period of time) 

o when, if the data is obtained under the basis of ‘consent’ that consent is 

subsequently withdrawn 

o where data has been unlawfully processed or where an individual objects to the 

processing and there is no overriding legitimate interest for the processing to 

continue 

 This right to erasure does not apply when: 

o we require the data to fulfil our legal obligations 

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-rectification/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-erasure/
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o for the performance of a task carried out in the public interest or in the exercise of 

official authority 

o for archiving purposes in the public interest, scientific research, historical research or 

statistical purposes where its erasure will impair those processes, and 

o for the establishment, exercise or defence of legal claims 

If you wish to have your data deleted, you should do so by completing the data deletion 
request form in Appendix 11. 

 The school has one month to respond to a request. 

 The school can also refuse to delete the data if it has been processed for reasons such 

as defence of legal claims, public health or public interest.  

Refer to the ICO ‘When can the organisation say no?’ for explicit details 
https://ico.org.uk/your-data-matters/your-right-to-get-your-data-deleted/  

 In most cases we cannot charge a fee to comply with a request for erasure but we can 

charge a ‘reasonable fee’ for the administrative costs of complying with a request we 

believe to be manifestly unfounded or excessive, in the event that we agree to respond 

to that request. In such circumstances, we will not proceed until the fee has been 

received. 

 
Right to Restrict Processing:   

 In certain circumstances, individuals have the right to request the restriction or 

suppression of their personal data, which means that they can limit the way in which any 

organisation uses their data (as opposed to asking for their data to be erased).  This right 

applies when: 

o an individual contests the accuracy of the data being processed and you are verifying 

the accuracy of that data 

o an individual believes that data has been unlawfully processed but opposes erasure 

and requests to restrict instead 

o the school no longer needs to keep the data but has been asked to do so in order to 

establish, exercise or defend a legal claim 

o an individual objects to the processing of the data and the school is considering 

whether its legitimate grounds override those of the individual in question 

 Where the school has disclosed this information to a third party (e.g. Department for 

Education or Local Authority) it is responsible for ensuring that the third party also 

restricts the processing of the data in question, albeit temporarily.  The individual will be 

advised of any third parties to whom the data has been supplied, where appropriate. 

 The school can refuse to comply with a request for restriction if we believe the request to 

be manifestly unfounded or excessive (taking into account whether it is repetitive in 

nature) and we may either refuse to deal with the request or reserve the right to charge a 

fee in order to deal with it.   

 We will justify our decision for any action we take in writing.  In the event that we do 

refuse to comply or wish to charge a fee, individuals will be informed within one month of 

the receipt of the request (with exceptions being made for school holidays) and will 

advise individuals of our reasons, their rights to make a complaint to the ICO and their 

rights to seek a judicial remedy. 

 Should the school decide it is appropriate to charge a fee or believe that we require 

additional information to identify an individual, no further action will be taken before that 

fee is received, after which the school still has one month to respond. 

 

https://ico.org.uk/your-data-matters/your-right-to-get-your-data-deleted/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-restrict-processing/
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Right to Data Portability:   

 The right to data portability gives individuals the right to receive personal data they have 

provided to a controller in a structured, commonly used and machine readable format. It 

also gives them the right to request that a controller transmits this data directly to another 

controller. The right to data portability only applies when: 

o the lawful basis for processing this information is consent or for the performance of a 

contract; and 

o the school is carrying out the processing by automated means (ie excluding paper 

files) 

 
Right to object:  

 Where applicable, individuals have the right to object on “grounds relating to their 

particular situation”.   

 Where an individual exercises their right to object,  we are required to stop processing 

the personal data we hold unless we can demonstrate compelling legitimate grounds for 

the processing, which override the interests, rights and freedoms of the individual; or the 

processing is for the establishment, exercise or defence of legal claims.  

 When an individual objects to the processing of data based upon a public task (including 

scientific or historical research) or legitimate interest they must give specific reasons why 

they are objecting to the processing of the data and these reasons should be based 

upon their particular situation. 

 The school can refuse to comply if: 

o we can demonstrate compelling legitimate grounds for the process, which override 

the interest, rights and freedoms of the individual or, 

o the processing is for the established, exercise or defence of legal claims. 

 Individuals are advised on their right to object in our Privacy Notice. 

 The school has one calendar month to respond to an objection. 

 
 
6. UK GDPR and Children 

 Children need particular protection when collecting and processing their personal data as 

they may be less aware of the risks involved, particularly when you are relying on 

‘consent’ as the lawful basis, especially for any online service.  In such cases, only a 

child over the age of 13 can give consent. 

 In the majority of cases, the data we collect on children does not rely on consent as the 

lawful basis but we need to ensure that in any correspondence with children, the 

language we use is clear and unambiguous. 

 For children under the age of 13, we are required to get consent from whomever holds 

parental responsibility (unless the online service offered is a preventative or counselling 

service). 

 Children have the same rights as adults over their personal data, including all the rights 

outlined above. Where a child is not considered to be competent, an adult with parental 

rights may usually exercise the child’s data protection rights on their behalf. 

 
7. Privacy Notices: 

 The school will issue Privacy Notices in compliance with the requirements of the GDPR 

to all individuals on whom we hold data, at the time that they join our school, namely: 

o pupils (via their parents),  

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-data-portability/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-object/
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o parents/carers 

o staff  

o governors  

 Each type of Privacy Notices will contain the following information: 

o the categories of data that we hold 

o why we collect it 

o the lawful basis on which we process that data 

o who we share the data with  

o how long we retain the data 

o your right to access your data and your right to object 

 The Privacy Notices for each of the above categories of people are attached as 

Appendices as follows: 

o Appendix 1.  Pupils (via their parents). 

o Appendix 2.  Parents/Carers. 

o Appendix 3.  Staff. 

o Appendix 4.  Governors. 

 The Privacy Notices for Pupils and for Parents/Carers will be published on the school 

website. 

 
8. Documentation 

 The UK GDPR contains explicit provisions regarding what we are required to document 

regarding the data we control.  Article 30 states that we must document the following 

information (available both in electronic form on our website and as a paper copy), which 

can be obtained by request from the school office : 

o the name and contact details of our organisation 

o the contact details for our Data Protection Officer 

o the purpose of our processing 

o descriptions of the categories of individuals and categories of personal data who 

receives the personal data we process 

o our retention schedules (based on DfE guidance) 

o a description of our technical and organisational security measures 

 Our Information Asset Register at Appendix 9 records the following information: 

o descriptions of the data that we hold (personal data, special category data and data 

relating to criminal convictions and offences) 

o the lawful basis for our processing with reference to Articles 6, 9 and 10 of the UK 

GDPR 

o in what format and how that data is held 

o how long we retain the data  

o how it should be disposed of/shredded 

 
9. Accountability and Governance 

Under the UK GDPR, the school is required to demonstrate that we comply with the 
principles of the accountability and responsibility and in order to do this we must: 

 ensure that we implement appropriate technical and organisation measures which will 

include: 

o publication of this policy 

o on-going training for staff and relevant induction for new staff 
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o internal audits of our processing activities, including data protection impact 

assessments for personal and/or special category data that is processed on a large 

scale 

o internal audits of all the personal data we hold, including special categories of 

personal data which include the form that the data is held in, where it is held, who 

has access to it, the security measures in place and how long it is retained  

 ensure that records are kept securely, in line with our legal obligations 

 ensure that records are disposed of securely in line with our legal obligation. 

 ensure that our records are kept up to date and reflect our current position, and 

 in the unlikely event of a data breach we will ensure that records are kept regarding the 

breach and the action we took in response to it 

 
10. Personal Data Breaches 

 Personal data breaches can include: 

o access to the data we hold by an unauthorised third party 

o deliberate or accidental action (or inaction) by a controller or processor 

o sending personal data to an incorrect recipient 

o computing devices containing personal data being lost or stolen 

o alteration of personal data without permission; and 

o loss of availability of personal data. 

 The school needs to ensure that there are robust systems in place to detect, investigate 

and report any personal data breaches.  

 The UK GDPR makes it clear that when a security incident takes place, we are required, 

as a matter of urgency, to establish whether a personal data breach has occurred and, if 

so, promptly take steps to address it. Some data breaches will not lead to risks beyond 

possible inconvenience to those who need the data to do their job whilst other breaches 

can significantly affect individuals whose personal data has been compromised.  This 

needs to be assessed on a case by case basis. 

 Under the UK GDPR we are required to report a personal data breach to the ICO within 

72 hours, when it is felt that as a result of that breach there is likelihood of a risk to 

people’s rights and freedoms.  A breach can have a range of adverse effects on 

individuals which might include emotional distress and/or physical and material damage.  

 Where it is not felt that this risk is likely, it is not necessary to report the breach, but we 

will still document the breach and justify the decisions that have been taken, together 

with any subsequent action 

 Where the breach is likely to result in a high risk of adversely affecting individuals’ rights 

and freedoms we will inform those individuals without undue delay. 

 When reporting a breach, we are required to provide the UK GDPR with the following 

information: 

o a description of the nature of the personal data and, where possible, the categories 

and number of individuals concerned together with the category and number of 

personal date records concerned 

o the name and contact details of our Data Protection Officer 

o a description of the likely consequences of the personal data breach; and 

o a description of the measures taken, or proposed to be taken, to deal with the 

personal data breach including, where appropriate, the measures taken to mitigate 

any possible adverse effects.   
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 See Appendix 5 for more detailed information on the process of reporting data breaches 

as well as from the ICO’s website.4 

 We will keep records of any data breach, whether or not we are required to inform the 

ICO. 

 At the start of their employment Staff are required to read and sign the Secure Handling 

and Acceptable Use of ICT Policy at Appendix 8 to confirm that they understand of the 

do’s and don’ts of the handling of data and the use of school IT.    

 
11. Securing and Handling Data 

 All staff will be trained to understand the need to handle data securely and the 

responsibilities incumbent on them. This will be the responsibility of the Head Teacher of 

Princecroft School. 

 All staff understand that they must use the school’s ICT systems in a responsible way to 

ensure that there is no risk to their safety or to the safety and security of the ICT systems 

and other users. 

 All staff will follow the procedures laid out in their staff code of conduct regarding both 

secure data handling and use of the internet. 

 If a member of staff believes that the data on any device is breached they must report it 

to a member of the SMT. 

 All personal or commercially sensitive data (pupil records, SEN data, contact details, 

assessment information) will be backed up, encrypted and stored in a secure place – 

e.g. safe / fire safe / remote backup.  This includes data held on fixed computers, laptops 

and memory sticks. When required the Schools’ ICT support should be contacted to 

facilitate encryption of devices.  

 Staff should not remove or copy sensitive data from the organisation or authorised 

premises unless the media is:  

o encrypted,  

o is transported securely 

o will be stored in a secure location 

 This type of data should not be transmitted in unsecured emails (e.g. pupil names and 

addresses, performance reviews etc).  

 ‘School to school’5 and internal exchange of data should be done via email or paper, 

providing a link to the location of data on the secure server.  Alternatively, data transfer 

should be through a secure encrypted email system e.g. S2S, SecureNet Plus, common 

transfer files and school census data.  If this is not available then the file must, as a 

minimum precaution, be password protected before sending via email. The password 

must be sent by other means and on no account included in the same email.  

A record of the email should be kept, to identify when and to whom the email was sent, 
(e.g. by copying and pasting the email into a Word document). Never put personal 
information such as pupils’ names in the subject line of any email. 

 When laptops are passed on or re-issued, data will be securely wiped from any hard 

drive before the next person uses it (not simply deleted). This will be done by the ICT 

Support Technician using a recognised tool, e.g. McAfee Shredder. 

                                           
4 ICO’s guidance to reporting a data breach 
5 School to school service: how to transfer information (DfE 

March 2014) 

https://ico.org.uk/for-organisations/report-a-breach/
https://www.gov.uk/guidance/school-to-school-service-how-to-transfer-information
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 The school’s wireless network (WiFi) will be secure at all times. 

 The school will identify which members of staff are responsible for specific data 

protection. The school will ensure that staff who are responsible for sets of information, 

such as SEN, medical, vulnerable learners and management data know what data is 

held, who has access to it, how it is retained and disposed of. This is shared with all staff 

concerned within the school.  

 Where a member of the school staff has access to data remotely (e.g. SIMS from home), 

remote access off the school site to any personal data should be over an encrypted 

connection (e.g. VPN) protected by a username/ID and password. This information 

must not be stored on a personal (home) computer. 

 Members of staff (e.g. SMT) who are given full, unrestricted access to an organisation’s 

management information system should be aware that higher grades of sensitive data is 

accessible. This information must not be stored on a personal (home) computer. 

 The school will keep necessary pupil and staff information in accordance with the 

guidance from the Department of Education and as stipulated in the school’s own audit. 

 When no longer required, the school should securely delete commercially sensitive or 

personal data as outlined in its audit. 

 
12. Freedom of Information 

The school understands its obligations under the Freedom of Information Act 2000 and 
the procedures and supporting documents which explain the process can be found in 
Appendix 7. 
 

13. Policy Review 

This policy will be reviewed every two years or earlier in the event of any changes to 
legislation. 

 
Schedule for Monitoring / Review 

This Data Protection and Secure Data Handling Policy 
was approved by the Governing Body/Resources and 
Finance Sub Committee on: 

9 December 2021 

The implementation of this Data Protection and Secure 
Data Handling Policy will be monitored by the: 

Head Teacher, Mr Michael 
Park and Finance / HR 
Assistant, Mrs Emma Dredge 

Monitoring will take place at regular intervals: Every two years 

The next anticipated review date will be: November 2023 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://ico.org.uk/for-organisations/guide-to-freedom-of-information/
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APPENDIX 1 - PRIVACY NOTICE TO PUPILS  
 
Privacy Notice (How we use pupil information) for Princecroft School and the Hive 
Nursery (hereinafter referred to as Princecroft or the School). 
 
admin@princecroft.wilts.sch.uk is the point of contact for the Data Controller for the use of 

personal data in this Privacy Notice. 

 
When your child starts at school and, as they continue to progress through the education 
system, we ask for and collect data in order to fulfil certain legal obligations and to support 
your child with their education, as well as their personal and social development. We take 
our responsibilities in this respect very seriously and your data is only shared with outside 
authorities where we are either legally required to do so, or to inform other agencies who are 
also involved in supporting your child whilst at school. There may also be times where 
medical information needs to be shared in the event of an emergency.  
 
We have policies and procedures in place to ensure that we store and transmit all data in a 
secure way to protect your child’s rights. The purpose of this Privacy Notice is to inform you 
about the data we hold, who we share it with, why we share it and how long we retain data. 
We are also, by law, required to advise you of the ‘lawful basis/bases’ under which we 
collect and process the data, as defined by the ‘UK GDPR General Data Protection 
Regulations Act’.  
 
A copy of our Data Protection and Secure Data Handling Policy, which covers this and a 
more detailed audit of the data we hold can be viewed on the school website or obtained in 
hard copy from the school office.  
 
The data that we collect about your child is defined by the UK GDPR as ‘personal data’ and 
in some cases is also called ‘special category data’, data which is perceived as being more 
sensitive (e.g. data on ethnicity and religion as well as medical data). The categories of 
pupil information that we collect, hold and share for all pupils include: 

 Personal identifiers and information: such as name, unique pupil number, address and 
date of birth 

 Characteristics: such as ethnicity, language, nationality, country of birth and free school 
meal eligibility 

 Attendance and behavioural information: such as sessions attended, number of 
absences, absence reasons and any exclusions or alternative provision in place, previous 
schools attended 

 Medical information: such as allergies, medical conditions, disabilities, physical and 
mental developmental difficulties, doctor’s contact details, dietary requirements. This may 
also be collected in advance of school trips, sports fixtures and residentials 

 Educational assessment and attainment: such as school reports, assessment data, 
exam and test results  
 
For some children we will also collect, hold and share data which includes:  

 Educational information: such as information on their Special Educational Needs, reports 
and support provided by external agencies and ‘Individual Health Care Plans’  

 Data on Safeguarding: such as concern sheets and Child Protection plans, court orders 
and professional involvement 
This list is not exhaustive. To access the current list of categories of information we process 
please see the School website, or request a hard copy from the school office.  
 
Why we collect and use this information  
We use the pupil data:  

mailto:admin@princecroft.wilts.sch.uk
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o to support pupil learning  

o to support the work of other external organisations involved in the support of 

your child  

o to monitor and report on pupil progress  

o to provide appropriate pastoral care  

o to assess the quality of our services  

o to comply with the law regarding data sharing  

o to keep children safe (food allergies or emergency contact details) 

o to meet the statutory duties placed upon for DfE data collections 

o to assist in the organisation of educational visits (including any residential 

visits) 

 
In addition, throughout the school year we also take photographs and videos of pupils which 
are used: 

o for displays around the school 

o within our school prospectus and on our school website 

o reports for sporting events, school plays or other purposes within school 

publications and the general media 

 
The lawful basis on which we use this information 
We collect and use personal data in order to meet legal requirements as set out in the 
GDPR and UK law. Most commonly we use it under Article 6 of the GDPR:  

 to fulfil our duties as a public authority, which is defined as our ‘public task' 

 to ensure that we provide your child with the right level of support in order for them to 

progress well during their time at school, which is defined as our ‘legitimate interest’ 

 in the case of an emergency where your child might be in need of medical help and 

we are unable to contact you, which is defined as their ‘vital interest’; 

 to fulfil our ‘legal obligation’ to enable us to complete an annual census as required 

by the DfE 

 
We collect and use ‘special categories of personal data’ under the following ‘lawful bases’ as 
defined within the UK GDPR:  
- Article 9(2)(a): where you have understood the reason for us requesting the data and have 
given your consent to us doing so for the purpose specified (i.e. medical data) 
- Article 9(2)(b): where processing is necessary for the purposes of carrying out the 
obligations in the area of social protection law (i.e. data and information relating to 
safeguarding) 
- Article 9(2)(c): that processing is necessary to protect the vital interests of your child or of 
another person where you or your child are physically or legally unable to give consent (i.e. 
medical data) 
- Article 9(g) Substantial Public Interest  
 
Collecting pupil information: We obtain pupil information via registration forms at the start 
of each academic year. In addition, when a child joins us from another school, we are sent a 
secure file containing relevant information (a ‘Common Transfer File) plus any other data 
that has been collected by the previous school, as they will have outlined in their Privacy 
Notice.   
 
We may also need to collect additional data during the course of the academic year to 
support a particular activity in which your child might be participating (e.g. residential visits) 
or, to ensure that the information is up to date. 
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Pupil data is essential for the schools’ operational use. Whilst the majority of pupil 
information you provide to us is mandatory, some of it requested on a voluntary basis. In 
order to comply with the data protection legislation, we will inform you at the point of 
collection, whether you are required to provide certain pupil information to us or if you have a 
choice in this.  
 
Storing pupil data: We hold the majority of pupil data for the time that your child remains at 
our school in line with our data retention schedule in the Secure Data Handling Policy. When 
they transfer to another primary school and/or on to a secondary school, their data is also 
transferred. Their final school will hold the majority of pupil data (contained within their 
individual pupil files) until they reach the age of 25. Some data is held for a shorter period of 
time and is thereafter destroyed. Please see the School website, or request a hard copy 
from the school office. 
 
Who we share pupil information with: 

 Relevant Class Teachers, Teaching Assistants, SMT and SENCo 

 Designated Safeguarding / Child Protection Lead 

 School that the pupils attend after leaving us 

 The Department for Education (DfE) 

 Local authorities 

 
Why we share pupil information: We do not share information about our pupils with 
anyone without consent unless the law and our policies allow us to do so. We share pupils’ 
data with the Department for Education (DfE) on a statutory basis at specific dates 
throughout the year. We are required to share information about our pupils with our local 
authority (LA) and the Department for Education (DfE) under section 3 of The Education 
(Information About Individual Pupils) (England) Regulations 2013.  
 
All data is transferred securely and held by the DfE under a combination of software and 
hardware controls, which meets the current government security policy framework. 
 
For more information, please see the section below on ‘How the Government uses your 
data’. 
 
Local Authorities: We may be required to share information about our pupils with the local 
authority to ensure that they can conduct their statutory duties under the Schools Admission 
Code, including conducting Fair Access Panels. 
 
Requesting access to your personal data: Under data protection legislation, parents and 
pupils have the right to request access to information about them that we hold. To make a 
request for your personal information, or be given access to your child’s educational record, 
contact the Data Protection Officer (DPO) at: admin@princecroft.wilts.sch.uk  
 
You also have the right to:  

 ask us for access to information about your child that we hold  
• have your child’s personal data rectified, if it is inaccurate or incomplete 
• request the deletion or removal of personal data where there is no compelling reason for its 
continued processing 
• restrict our processing of your child’s personal data (i.e. permitting its storage but no further 
processing) 
• object to direct marketing (including profiling) and processing for the purposes of 
scientific/historical research and statistics 

https://www.gov.uk/government/publications/school-admissions-code--2
https://www.gov.uk/government/publications/school-admissions-code--2
mailto:admin@princecroft.wilts.sch.uk
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• not to be subject to decisions based purely on automated processing where it produces a 
legal or similarly significant effect on your child  
 
If you have a concern about the way we are collecting or using your personal data, we 
request that you raise your concern with us in the first instance. Alternatively, you can 
contact the Information Commissioner’s Office at https://ico.org.uk/concerns/   
 
Withdrawal of consent and the right to lodge a complaint 
Where we are processing your personal data with your consent, you have the right to 
withdraw that consent if you change your mind, or you are unhappy with our use of your 
personal data. In which case, please contact the DPO. 
 
If you would like to discuss anything in this privacy notice, please contact: the Data 
Protection Officer (DPO) at: admin@princecroft.wilts.sch.uk or the data protection team at 
Wiltshire Council. 
 
How the Government uses your data 
The pupil data that we lawfully share with the DfE through data collections: 
• underpins school funding, which is calculated based upon the numbers of children and 
their characteristics in each school. 
• informs ‘short term’ education policy monitoring and school accountability and intervention 
(for example, school GCSE results or Pupil Progress measures). 
• supports ‘longer term’ research and monitoring of educational policy (for example how 
certain subject choices go on to affect education or earnings beyond school) 
 
Data collection requirements 
To find out more about the data collection requirements placed on us by the Department for 
Education (for example; via the school census) go to https://www.gov.uk/education/data-
collection-and-censuses-for-schools    
 
The National Pupil Database (NPD) 
Much of the data about pupils in England goes on to be held in the National Pupil Database 
(NPD).  
The NPD is owned and managed by the Department for Education and contains information 
about pupils in schools in England. It provides invaluable evidence on educational 
performance to inform independent research, as well as studies commissioned by the 
department. It is held in electronic format for statistical purposes. This information is securely 
collected from a range of sources including schools, local authorities and awarding bodies.  
To find out more about the NPD, go to https://www.gov.uk/government/publications/national-
pupil-database-user-guide-and-supporting-information  
 
Sharing by the Department 
 
The law allows the Department to share pupils’ personal data with certain third parties, 
including: 
• schools 
• local authorities 
• researchers 
• organisations connected with promoting the education or wellbeing of children in 
England 
• other government departments and agencies 
• organisations fighting or identifying crime 
 
For more information about the Department’s NPD data sharing process, please visit:  
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data   

https://ico.org.uk/concerns/
mailto:admin@princecroft.wilts.sch.uk
https://www.wiltshire.gov.uk/data-protection-foi-contact-us
https://www.gov.uk/education/data-collection-and-censuses-for-schools
https://www.gov.uk/education/data-collection-and-censuses-for-schools
https://www.gov.uk/government/publications/national-pupil-database-user-guide-and-supporting-information
https://www.gov.uk/government/publications/national-pupil-database-user-guide-and-supporting-information
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data
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Organisations fighting or identifying crime may use their legal powers to contact DfE to 
request access to individual level information relevant to detecting that crime. Whilst 
numbers fluctuate slightly over time, DfE typically supplies data on around 600 pupils per 
year to the Home Office and roughly one per year to the Police. 
 
For information about which organisations the Department has provided pupil information, 
(and for which project) or to access a monthly breakdown of data share volumes with Home 
Office and the Police please visit the following website: 
https://www.gov.uk/government/publications/dfe-external-data-shares  
 
How to find out what personal information DfE hold about your child. Under the terms of the 
Data Protection Act 2018, you are entitled to ask the Department: 
• if they are processing your child’s personal data 
• for a description of the data they hold about your child 
• the reasons they’re holding it and any recipient it may be disclosed to  
• for a copy of your personal data and any details of its source 
 
If you want to see the personal data held about you by the Department, you should make a 
‘subject access request’.   
 
Further information on how to do this can be found within the Department’s personal 
information charter that is published at the address below: 
 
https://www.gov.uk/government/organisations/department-for-education/about/personal-
information-charter 
 
To contact DfE: https://www.gov.uk/contact-dfe  
 
 

https://www.gov.uk/government/publications/dfe-external-data-shares
https://www.gov.uk/government/organisations/department-for-education/about/personal-information-charter
https://www.gov.uk/government/organisations/department-for-education/about/personal-information-charter
https://www.gov.uk/contact-dfe
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APPENDIX 2 - PRIVACY NOTICE FOR PARENTS6 
 
Privacy Notice (How we use information that we hold on Parents) for Princecroft 
School and the Hive Nursery (hereinafter referred to as Princecroft or the School). 
 

admin@princecroft.wilts.sch.uk is the point of contact for the Data Controller for the use of 

personal data in this Privacy Notice. 

 
When your child joins our school, we ask you to provide us with some personal information, 
which is held on our central computer system, to enable us to contact you and also to 
address any specific needs in a manner that you would reasonably expect us to. There may 
also be times when we are required to share some of this information to protect the safety of 
your child, for example a medical emergency and to fulfil legal obligations that we have as a 
school.  
 
We have policies and procedures in place to ensure that we store and transmit all data in a 
secure way to protect your child’s rights.  A copy of our Data Protection and Secure Data 
Handling Policy, which covers this, can be viewed on the school website of obtained in hard 
copy from the school office. 
 
The purpose of this Privacy Notice is to inform you about the data we hold, who we share it 
with, why we share it and how long we retain it all.  We are also, by law, required to advise 
you of the ‘lawful basis/bases’ under which we collect and process the data, as defined by 
the ‘UK General Data Protection Regulations (UK GDPR)’.   
 
The data that we collect about parents of a child who attends our school is defined by the UK 
GDPR as ‘personal data’ and in some cases is also called ‘special category data’, that is 
data which is perceived as being more sensitive (e.g. data on ethnicity and religion as well 
as medical data).   
 
The categories of information that we collect, process, hold and share include: 

 personal identifiers and information (such as name, address, contact details both for 

home and workplace, including email) 

 special categories of data including characteristics information on medical history, 

ethnicity, language or specific needs that you may have 

 medical history or specific needs that you may have to enable you to access the 

school and to provide any support you might need to attend meetings 

 
For some parents/carers we also need to collect, hold and share some date which 
includes: 

 information to support your application for Free School Meals 

 information to support your application for DBS clearance 

 information to support your application to transport children other than your own 

 
A more detailed audit of the data we hold can be obtained as a hard copy from the school 
office. 
 
Why we collect and use this information. We use this data to: 

                                           
6 Parent/s refers to birth parents and other adults who are in a parenting role, for example step-
parents, foster carers and adoptive parents. 

mailto:admin@princecroft.wilts.sch.uk
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 to enable us to contact you both as part of our normal procedures and in the event of 

any emergency concerning your child 

 to enable email contact with you both for the distribution of information from the 

school and any communication specific to your child 

 to fulfil our obligations under safeguarding legislation 

 to fulfil our obligations under the Equality Act (i.e. to ensure that parents with any 

specific needs have equal access to the school both physically and in terms of 

communication) 

 
The lawful basis on which we process this information. We collect and use personal 
data in order to meet legal requirement set out in the GDPR and UK law, most commonly we 
use it where we need to:  

 to fulfil our duties as a public authority, which is defined as our ‘public task7’ 

 to be able to contact you in the case of an emergency where your child might be in 

need of medical help and we are unable to contact you, which is defined as their 

‘vital interest’ 

 to be able to contact you on a day to day basis, should that be necessary,  

concerning any day to day issues regarding your child, which is defined as a 

‘legitimate interest’  

 to fulfil our ‘legal obligation8’ to enable us to report your child’s progress in the form 

of an annual report 

 

We collect and use ‘special categories of’ personal data’ under the following ‘lawful 

bases’ as defined within the UK GDPR: 

 Article 9(2)(a): where you have understood the reason for us requesting the data and 

have given your consent to us doing so for the purpose specified (i.e. medical data, 

financial information) 

 Article 9(2)(b): where processing is necessary for the purposes of carrying out the 

obligations in the area of social protection law (i.e. data and information relating to 

safeguarding) 

 Article 9(2)(c): that processing is necessary to ensure equality of access to the 

school should you have any specific medical needs or disability9 (i.e. medical data) 

 Article 9(2)(d): that processing is carried out in the course of our legitimate activities, 

with appropriate safeguards (i.e. data to support an application for free school meals) 

 

With the exception of information required in order for us to fulfil our safeguarding duties, 
there is no legal obligation that requires you to provide this information.  However, if you 
decide not to, you need to understand that it would not be possible for us to contact you, 
either in an emergency or in the course of our normal communication with parent.  
Furthermore, where parents live at different addresses, unless we have all the information 
regarding those addresses, we would not be able to communicate with all parents.   
 
Collecting this information 

                                           
7 Section 444 Education Act 1996 and Section 51A Education 2002 
8 The Education (Pupil Information) (England) Regulations 2005 
9 The Equality Act 2010 

https://www.legislation.gov.uk/ukpga/1996/56/schedules
https://www.legislation.gov.uk/ukpga/2002/32/section/51A/2015-05-26
https://www.legislation.gov.uk/uksi/2005/1437/made
https://www.legislation.gov.uk/ukpga/2010/15/contents
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We normally collect this information from you when your child starts at our school.  There 
may also be times within any academic year when we require additional information (e.g. for 
an educational visit or residential trip.  
 
As it is not mandatory for you to provide us with this information and in order for us to comply 
with data protection legislation, we will inform you as to why we are requesting that 
information and your specific rights with respect to that information at the time of requesting 
it. 
 
Storing this information 
We store this information both in the original paper copy on which it was requested, as well 
as on our parent/pupil data base, which is password protected.  
Access to that data base is limited strictly to those staff that needs to obtain the information 
and we take responsibilities regarding security very seriously. 
 
Who we share this information with and why 
We only ever share this information on a ‘need to know’ to facilitate contact with you as 
parents/carers of a pupil at our school, to support your child’s learning and in the event of 
any medical emergency. We act strictly within the guidelines of our school policy, a copy of 
which can be found on our website or requested from the school office. The school has 
robust processes in place to ensure that the confidentiality of personal data is maintained 
and there are stringent controls in place regarding access to it and its use. 
 
Requesting access to your personal data 
Under data protection legislation, you have the right to request access to information about 
you that we hold. To make a request for your personal information, contact the Data 
Protection Officer (DPO) at: admin@princecroft.wilts.sch.uk  
You also have the right to: 

 object to processing of personal data that is likely to cause, or is causing, damage or 

distress 

 prevent processing for the purpose of direct marketing 

 to ask us for access to information about you that we hold  

 object to decisions being taken by automated means  

 in certain circumstances, have inaccurate personal data rectified, blocked, erased or 

destroyed; and 

 claim compensation for damages caused by a breach of the Data Protection 

regulations 

 
If you have a concern about the way we are collecting or using your personal data, we ask 
that you raise your concern with us in the first instance. Alternatively, you can contact the 
Information Commissioner’s Office at https://ico.org.uk/concerns/  
 
Withdrawal of consent and right to lodge a complaint  
Where we are processing your personal data with your consent, you have the right to 
withdraw that consent if you change your mind, or you are unhappy with our use of your 
personal data.  In which case, please contact the person named below 
 
Further information 
If you would like to discuss anything in this privacy notice, please contact the Data Protection 
Officer (DPO) at: admin@princecroft.wilts.sch.uk  
 

mailto:admin@princecroft.wilts.sch.uk
https://ico.org.uk/concerns/
mailto:admin@princecroft.wilts.sch.uk
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APPENDIX 3 - PRIVACY NOTICE TO STAFF  
 
Privacy Notice (How we use information that we hold on Staff) for Princecroft School 
and the Hive Nursery (hereinafter referred to as Princecroft or the School). 
 
admin@princecroft.wilts.sch.uk is the point of contact for the Data Controller for the use of 
personal data in this Privacy Notice. 
 
We process personal data relating to those we employ to work at, or otherwise engage to 
work at our school and nursery. This is for employment purposes to assist in the running of 
the school and/or to enable individuals to be paid. We are also required to hold information 
on staff to fulfil our legal obligations to the Department for Education and the Local Authority 
in the submission of an annual School Census. In addition, we hold information in order to 
support staff as part of the process of continuous professional development and to enable us 
to contact to staff or their next of kin in the event of an emergency. 
 
The categories of school information that we process 
These include: 

 personal identifiers and contacts: such as name, employee or teacher reference 

number, national insurance number, address, contact details and date of birth 

 characteristics: such as gender, age, nationality, racial or ethnic origin  

 medical and administration: such as occupational health reports, medical 

questionnaires, particular requirements under the Equality Act 

 contract information: such as start date, hours worked, roles and salary information, 

any other information relating to your employment or other engagements to work for the 

school  

 work absence information: such as number of absences and reasons 

 qualifications: and, where relevant, subjects taught 

 information relating to right to work: such as passport, birth certificate and/or 

biometric residence permit 

 information required by the Disclosure and Barring Service and/or 

‘Disqualification and Declaration’ forms: such as passport (or other identification), 

and information on previous history including any criminal convictions 

 financial information: your bank account number(s), name(s) and sort code(s) (used 

for paying your salary, your tax status (including residence status), information related to 

pensions, national insurance, or employee benefit schemes. 

 
This list is not exhaustive.  To access the current list of categories of information we process, 
request details from the school office. 
 
Why we collect and use workforce information 
We use workforce data to: 
a) enable the development of a comprehensive picture of the workforce and how it is 

deployed 

b) inform the development of recruitment and retention policies 

c) enable individuals to be paid 

d) to fulfill our legal obligations with regard to safeguarding children 

e) to fulfill our legal responsibilities with regard to additional provision under the Equalities 

Act and provide appropriate support to staff as and when needed 

f) to enable us to contact family members in the event of a medical emergency 

mailto:admin@princecroft.wilts.sch.uk
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The lawful basis on which we process this information 
 
We collect and process ‘personal data’ under the following ‘lawful bases’, as defined 
within the UK GDPR: 

 to fulfil our duties as a public authority to report to the LA and the DfE, which is defined 

as our ‘public task’ 

 to support the smooth running of the school and the effective development and 

deployment of staff, which is defined as our ‘legitimate interest’ 

 to ensure the payment of staff and fulfilment of our contractual obligations, which is 

defined as ‘contract’ 

 monitoring your attendance and your performance in your work, including in performance 

appraisals 

 for other administrative purposes, for example to update you about changes to your 

terms and conditions of employment or engagement, or changes to your pension 

arrangements 

 
We collect and process ‘special categories of personal data’ under the following 
‘lawful bases’ as defined within the GDPR: 

- Article 9(2)(a): where you have understood the reason for us requesting the data and 

have given your consent to us doing so for the purpose specified 

- Article 9(2)(b): where processing is necessary for the purposes of carrying out the 

obligations in the area of social protection law 

- Article 9(2)(c): that processing is necessary to protect the vital interests of you or another 

person where you are physically or legally unable to give consent 

- Article 9(2)(d): that processing is carried out in the course of our legitimate activities, with 

appropriate safeguards 

- Article 9(2)(h): processing is necessary for the purposes of preventive or occupational 

medicine, for the assessment of the working capacity of an employee, medical diagnosis, 

the provision of health or social care or treatment or the management of health or social 

care systems and services. 

 

We collect and retain school workforce data in line with our legal obligations under:

  

 Education Act 1996 

 Education Act 2005 

 Equality Act 2010 

 section 5 of the Education (Supply of Information about the School Workforce) (England) 

Regulations 2007 and amendments 

 Keeping Children Safe in Education 

 the requirements of the Disclosure and Barring Service and the Home Office 

 the requirements of HMRC 

 the Act of Limitation (1980) and  

 with references to the Information Record Management Society  

 

https://www.legislation.gov.uk/ukpga/1996/56/contents
https://www.legislation.gov.uk/ukpga/2005/18
https://www.legislation.gov.uk/ukpga/2010/15/contents
https://www.legislation.gov.uk/uksi/2007/2260/schedule/1/paragraph/5/made
https://www.legislation.gov.uk/uksi/2007/2260/schedule/1/paragraph/5/made
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1014057/KCSIE_2021_September.pdf
https://www.gov.uk/government/organisations/disclosure-and-barring-service
https://www.gov.uk/government/organisations/hm-revenue-customs
https://www.legislation.gov.uk/ukpga/1980/58/contents
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Collecting workforce information 
Workforce data is essential for the school’s / local authority’s operational use. Whilst the 
majority of personal information you provide to us is mandatory, some of it is requested on a 
voluntary basis. In order to comply with UK GDPR, we will inform you at the point of 
collection, whether you are required to provide certain information to us or if you have a 
choice in this and we will tell you what you need to do if you do not want to share this 
information with us. 
 
How we collect your information 
We may collect your personal data in a number of ways, for example: 

 from the information you provide to us for a job application and attending an interview 

 when you submit a formal application to work for us, and provide your personal data in 

application forms and covering letters 

 from third parties, for example the Disclosure and Barring Service (DBS) and referees 

(including your previous or current employers or school) in order to verify details about 

you and/or your application to work for us. 

 
More generally, during the course of your employment with us, as a member of staff, we will 
collect data from or about you, including: 

 when you provide or update your contact details e.g. address, telephone, next of kin, 

bank details 

 when you or another member of staff completes paperwork regarding your performance 

appraisals 

 in the course of fulfilling your employment (or equivalent) duties more generally, 

including by filling reports, note taking, or sending emails on school systems 

 
Storing workforce information 
We hold data securely for the set amount of time shown in our data retention schedule. For 
more information on our data retention schedule and how we keep your data safe, please 
request details from the school office. 
 
Who we share workforce information with 
For the purposes referred to in this privacy notice and relying on the bases for processing as 

set out 
above, we may share your personal data with certain third parties. We may disclose limited 

personal 
data (including in limited cases special category or criminal data) to a variety of recipients 

including: 
 
o other employees, agents and contractors (e.g. third parties processing data on our 

behalf as part of administering payroll services, the provision of benefits including 

pensions, IT etc. – although this is not sharing your data in a legal sense, as these 

are considered data processors on our behalf) 

o DBS and other relevant authorities and agencies such as the Department for 

Education, Teaching Regulation Agency, the ICO and the local authority 

o external auditors or inspectors 

o our advisers where it is necessary for us to obtain their advice or assistance, 

including insurers, lawyers, accountants, or other external consultants 

o when the school is legally required to do so (by a court order, government body, law 

enforcement agency or other authority of competent jurisdiction), for example HM 

Revenue and Customs or police. 
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We may also share information about you with other employers in the form of a reference, 
where we consider it appropriate, or if we are required to do so in compliance with our legal 
obligations. References given or received in confidence may not be accessible under your 
GDPR rights. 
 
Why we share school workforce information 
We do not share information about our workforce members with anyone without consent 
unless the law and our policies allow us to do so. 
 
 
 
Local authority  
We are required to share information about our workforce members with our local authority 
(LA) under section 5 of the Education (Supply of Information about the School Workforce) 
(England) Regulations 2007 and amendments. 
 
Department for Education 
The Department for Education (DfE) collects personal data from educational settings and 
local authorities via various statutory data collections.  
  
We are required to share information about our school employees with the Department for 
Education (DfE) under section 5 of the Education (Supply of Information about the School 
Workforce) (England) Regulations 2007 and amendments.  
 
All data is transferred securely and held by DfE under a combination of software and 
hardware controls which meet the current government security policy framework. For more 
information, please see ‘How Government uses your data’ section. 
 
Requesting access to your personal data 
Under data protection legislation, you have the right to request access to information about 
you that we hold. To make a request for your personal information see Appendix 6 ‘Data 
Subject Access Requests – Frequently Asked Questions’. 
 
You also have the right to: 

 to ask us for access to information about you that we hold  

 to have your personal data rectified, if it is inaccurate or incomplete 

 to request the deletion or removal of personal data where there is no compelling 

reason for its continued processing 

 to restrict our processing of your personal data (i.e. permitting its storage but no 

further processing) 

 to object to direct marketing (including profiling) and processing for the purposes of 

scientific/ historical research and statistics 

 not to be subject to decisions based purely on automated processing where it 

produces a legal or similarly significant effect on you 

 
If you have a concern about the way we are collecting or using your personal data, we ask 
that you raise your concern with us in the first instance. Alternatively, you can contact the 
Information Commissioner’s Office at https://ico.org.uk/concerns/ 
 
For further information on how to request access to personal information held centrally by 
DfE, please see the ‘How Government uses your data’ section of this notice. 

https://www.gov.uk/government/publications/security-policy-framework
https://ico.org.uk/concerns/
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Withdrawal of consent and the right to lodge a complaint  
Where we are processing your personal data with your consent, you have the right to 
withdraw that consent if you change your mind, or you are unhappy with our use of your 
personal data. In which case, please contact the DPO. 
 
If you would like to discuss anything in this privacy notice, please contact: the Data 
Protection Officer (DPO) at: admin@princecroft.wilts.sch.uk or the data protection team at 
Wiltshire Council. 
 
How Government uses your data 

The workforce data that we lawfully share with the DfE through data collections: 

 informs departmental policy on pay and the monitoring of the effectiveness and 

diversity of the school workforce 

 links to school funding and expenditure 

 supports ‘longer term’ research and monitoring of educational policy 

 
Data collection requirements 
The DfE collects and processes personal data relating to those employed by schools 
(including Multi Academy Trusts) and local authorities that work in state funded schools 
(including all maintained schools, all academies and free schools and all special schools 
including Pupil Referral Units and Alternative Provision). All state funded schools are 
required to make a census submission because it is a statutory return under sections 113 
and 114 of the Education Act 2005 
 
To find out more about the data collection requirements placed on us by the Department for 
Education including the data that we share with them, go to 
https://www.gov.uk/education/data-collection-and-censuses-for-schools. 
 
Sharing by the Department 
The Department may share information about school employees with third parties who 
promote the education or well-being of children or the effective deployment of school staff in 
England by: 

 conducting research or analysis 

 producing statistics 

 providing information, advice or guidance 

 
The Department has robust processes in place to ensure that the confidentiality of personal 
data is maintained and there are stringent controls in place regarding access to it and its 
use. Decisions on whether DfE releases personal data to third parties are subject to a strict 
approval process and based on a detailed assessment of: 

 who is requesting the data 

 the purpose for which it is required 

 the level and sensitivity of data requested; and  

 the arrangements in place to securely store and handle the data  

 
To be granted access to school workforce information, organisations must comply with its 
strict terms and conditions covering the confidentiality and handling of the data, security 
arrangements and retention and use of the data. 
 
For more information about the department’s data sharing process, please visit: 
https://www.gov.uk/data-protection-how-we-collect-and-sha re-research-data 

mailto:admin@princecroft.wilts.sch.uk
https://www.wiltshire.gov.uk/data-protection-foi-contact-us
https://www.gov.uk/education/data-collection-and-censuses-for-schools
https://www.gov.uk/data-protection-how-we-collect-and-sha%20re-research-data


30 

 

 
How to find out what personal information DfE hold about you 
Under the terms of the Data Protection Act 2018, you’re entitled to ask the Department: 
 if they are processing your personal data 

 for a description of the data they hold about you 

 the reasons they’re holding it and any recipient it may be disclosed to  

 for a copy of your personal data and any details of its source 

 
If you want to see the personal data held about you by the Department, you should make a 
‘subject access request’.   
Further information on how to do this can be found within the Department’s personal 
information charter that is published at the address below: 
 
https://www.gov.uk/government/organisations/department-for-education/about/personal-
information-charter 
 
To contact the department: https://www.gov.uk/contact-dfe 
 
Further information 
If you would like to discuss anything in this privacy notice, please contact the Data Protection 
Officer (DPO) at: admin@princecroft.wilts.sch.uk  
 
 
 

https://www.gov.uk/government/organisations/department-for-education/about/personal-information-charter
https://www.gov.uk/government/organisations/department-for-education/about/personal-information-charter
https://www.gov.uk/contact-dfe
mailto:admin@princecroft.wilts.sch.uk
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APPENDIX 4 - PRIVACY NOTICE TO SCHOOL GOVERNORS 
 
Privacy Notice (How we use personal information on Get Information for Schools, 
GIAS) for Princecroft School and the Hive Nursery (hereinafter referred to as 
Princecroft or the School). 
 

admin@princecroft.wilts.sch.uk is the point of contact for the Data Controller for the use of 

personal data in this Privacy Notice. 

 

Section 538 of the Education Act requires that we keep all details on members of our 
governing body up to date.  In addition, the data we collect enables you to serve as a 
governor, complies with our statutory safeguarding obligations, and assists us in the 
effective management of the school.  
 
Governance roles data is essential for the school’s operational use. Whilst the majority of 
personal information you provide to us is mandatory, some of it may be requested on a 
voluntary basis. In order to comply with UK GDPR, we will inform you at the point of 
collection, whether you are required to provide certain information to us or if you have a 
choice in this.  

 
The categories of governance information that we process include: 

 personal identifiers contacts and characteristics: such as name, date of birth, 

contact details and postcode 

 governance details: such as role, start and end dates, attendance at meetings and 

governor ID 

 register of business interests 

 medical and administration: if required in order for us to meet our obligations under the 

Equality Act 

 information required by the ‘Disclosure and Barring Services: such as personal 

identification and previous history with regard to any criminal convictions 

 
This list is not exhaustive.  To access the current list of categories of information we process, 
request details from the school office. 
 
Why we collect and use governance information 
Under the UK General Data Protection Regulations (UK GDPR), we use this data to: 

 meet the statutory duties placed upon us 

 support governors in their role 

 keep a register of business interests to avoid potential conflicts of interest 

 ensure that governors fulfil their obligations to the school 

 inform training requirements 

 
The lawful bases on which we process this information 
Under the UK General Data Protection Regulation (GDPR) 2018, the legal bases we rely on 
for processing data relating to governors are:  
 

 section 538 of the Education Act 1996 

 Equalities Act 2010 

 The requirements of the Disclosure and Barring Service and the Home Office 

 Keeping Children Safe in Education 

mailto:admin@princecroft.wilts.sch.uk
http://www.legislation.gov.uk/ukpga/1996/56/section/538
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 2012 Constitution Regulations 

 
We collect and process ‘personal data’ under the following ‘lawful bases’, as defined 
within the UK GDPR: 

 to fulfil our duties as a public authority to report to the LA and the DfE, which is defined 

as our ‘public task’ 

 to support the smooth running of the school, which is defined as our ‘legitimate interest’ 

 in case of an emergency where you might be in need of medical help and we you are 

unable to given consent, which is defined as a ‘vital interest’ 

 
We collect and process ‘special categories of personal data’ under the following 
‘lawful bases’ as defined within the GDPR: 
- Article 9(2)(a): where you have understood the reason for us requesting the data and 

have given your consent to us doing so for the purpose specified 

- Article 9(2)(b): where processing is necessary for the purposes of carrying out the 

obligations in the area of social protection law 

- Article 9(2)(c): that processing is necessary to protect the vital interests of you or another 

person where you are physically or legally unable to give consent 

- Article 9(2)(d): that processing is carried out in the course of our legitimate activities, with 

appropriate safeguards 

- Article 9(2)(h): processing is necessary to enable the provision of any additional facilities 

as required under the Equality Act (e.g. for the attendance at meetings). 

 
Storing governance information 
We hold data securely for the set amount of time shown in our data retention schedule. For 
more information on our data retention schedule and how we keep your data safe, please 
request details from the school office. 
 
Who we share governance information with 
We routinely share this information with appropriate bodies, including: 

 our local authority (where applicable) 

 the Department for Education (DfE)  

 
Why we share governance information 
We do not share information about individuals in governance roles with anyone without 
consent unless the law and our policies allow us to do so. 
 
Local authority  
We are required to share information about our governance roles with our local authority 
(LA) under: 

 Education Act 2002  

 2012 Constitution Regulations 

 The School Governance (Roles, Procedures and Allowances) (England) Regulations 

2013 

 

Requesting access to your personal data 
Under data protection legislation, you have the right to request access to information about 
you that we hold. To make a request for your personal information, contact the Data 
Protection Officer (DPO) at: admin@princecroft.wilts.sch.uk 
 
You also have the right to: 

mailto:admin@princecroft.wilts.sch.uk
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 ask us for access to information about you that we hold  

 have your personal data rectified, if it is inaccurate or incomplete 

 request the deletion or removal of personal data where there is no compelling reason 

for its continued processing 

 restrict our processing of your personal data (i.e. permitting its storage but no further 

processing) 

 object to direct marketing (including profiling) and processing for the purposes of 

scientific/historical research and statistics 

 not be subject to decisions based purely on automated processing where it produces 

a legal or similarly significant effect on you 

 
If you have a concern or complaint about the way we are collecting or using your personal 
data, you should raise your concern with us in the first instance or directly to the Information 
Commissioner’s Office (ICO) at https://ico.org.uk/concerns/. For further information on how 
to request access to personal information held centrally by the DfE, please see the ‘How 
Government uses your data’ section of this notice. 
 

Withdrawal of consent and right to lodge a complaint  
Where we are processing your personal data with your consent, you have the right to 
withdraw that consent if you change your mind, or you are unhappy with our use of your 
personal data.  In which case, please contact the the Data Protection Officer (DPO) at: 
admin@princecroft.wilts.sch.uk 
 
Department for Education 

The Department for Education (DfE) collects personal data from educational settings and 
local authorities. We are required to share information about individuals in governance roles 
with the Department for Education (DfE), under section 538 of the Education Act 1996  
  
All data is entered manually on the GIAS system and held by DfE under a combination of 
software and hardware controls which meet the current government security policy 
framework.  
For more information, please see ‘How Government uses your data’ section. 
 
How government uses your data 
The governance data that we lawfully share with the DfE via GIAS will: 

 increase the transparency of governance arrangements 

 enable maintained schools, academies, academy trusts and the DfE to identify more 

quickly and accurately individuals who are involved in governance and who govern in 

more than one context 

 allow the department to be able to uniquely identify an individual and in a small 

number of cases conduct checks to confirm their suitability for this important and 

influential role 

 
Data collection requirements 
To find out more about the requirements placed on us by the DfE including the data that we 
share with them, go to https://www.gov.uk/government/news/national-database-of-governors 
 
Some of these personal data items are not publicly available and are encrypted within the 
GIAS system. Access is restricted to authorised DfE and education establishment users with 
a DfE Sign-in account who need to see it in order to fulfil their official duties. The information 
is for internal purposes only and not shared beyond the department, unless the law allows it. 

https://ico.org.uk/concerns/
mailto:admin@princecroft.wilts.sch.uk
http://www.legislation.gov.uk/ukpga/1996/56/section/538
https://www.gov.uk/government/publications/security-policy-framework
https://www.gov.uk/government/publications/security-policy-framework
https://www.gov.uk/government/news/national-database-of-governors
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How to find out what personal information DfE hold about you 
Under the terms of the Data Protection Act 2018, you’re entitled to ask the department: 

 if they are processing your personal data 

 for a description of the data they hold about you 

 the reasons they’re holding it and any recipient it may be disclosed to  

 for a copy of your personal data and any details of its source 

 
If you want to see the personal data held about you by the department, you should make a 
subject access request (SAR). Further information on how to do this can be found within the 
department’s personal information charter that is published at the address below: 
https://www.gov.uk/government/organisations/department-for-education/about/personal-
information-charter 
 
To contact DfE: https://www.gov.uk/contact-dfe.  
 
Further information 
If you would like to discuss anything in this privacy notice, please contact the Data Protection 
Officer (DPO) at: admin@princecroft.wilts.sch.uk  
 
 

https://www.gov.uk/government/organisations/department-for-education/about/personal-information-charter
https://www.gov.uk/government/organisations/department-for-education/about/personal-information-charter
https://www.gov.uk/contact-dfe
mailto:admin@princecroft.wilts.sch.uk
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APPENDIX 5 - ICO NOTIFICATION OF SECURITY BREACHES 
 
Data protection legislation incorporates a requirement for a personal data breach to be 
notified to the supervisory authority and in some cases to the affected individuals. A data 
breach will be notifiable when it is deemed by the school as likely to pose a risk to people’s 
rights and freedoms. If it does not carry that risk, the breach is not subject to notification 
although it will be entered on the school’s breach record. 
 
Timescales for notification to supervisory authority 
Where a notifiable breach has occurred, the school will notify the Information Commissioners 
Office (ICO) without undue delay and at the latest within 72 hours of it becoming aware of 
the breach. If notification is made beyond this timeline, the school will provide the ICO with 
reasons for this.  
 
If it has not been possible to conduct a full investigation into the breach in order to give full 
details to the ICO within 72 hours, an initial notification of the breach will be made within 72 
hours, giving as much detail as possible, together with reasons for incomplete notification 
and an estimated timescale for full notification. The initial notification will be followed up by 
further communication to the ICO to submit the remaining information.  
 
Content of breach notification to the supervisory authority 
 
The following information will be provided when a breach is notified: 
 
• a description of the nature of the personal data breach including, where possible: 

o the categories and approximate number of individuals concerned; and 

o the categories and approximate number of personal data records concerned; 

• the name and contact details of the Data Protection Officer where more information 
can be  

obtained; 
• a description of the likely consequences of the personal data breach; and 
• a description of the measures taken, or proposed to be taken, to deal with the 
personal data  

breach, including, where appropriate, the measures taken to mitigate any possible 
adverse  

effects. 
 
Timescales for notification to affected individuals 
 
Where a notifiable breach has occurred which is deemed to have a high risk to the rights and 
freedoms of individuals, the school will notify the affected individuals themselves i.e. the 
individuals whose data is involved in the breach, in addition to the supervisory authority. This 
notification will be made without undue delay and may, dependent on the circumstances, be 
made before the supervisory authority is notified. 
 
Content of breach notification to the affected individuals 
 
The following information will be provided when a breach is notified to the affected 
individuals: 
 
• a description of the nature of the breach; 
• the name and contact details of the Data Protection Officer where more information 
can be  

obtained; 



36 

 

• a description of the likely consequences of the personal data breach; and 
 
 
• a description of the measures taken, or proposed to be taken, to deal with the 
personal data  

breach, including, where appropriate, the measures taken to mitigate any possible 
adverse  

effects. 
 
Record of breaches 
 
The school records all personal data breaches regardless of whether they are notifiable or 
not as part of its general accountability requirement under data protection legislation. It 
records the facts relating to the breach, its effects and the remedial action taken. 
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APPENDIX 6 - DATA SUBJECT ACCESS REQUESTS – FREQUENTLY ASKED 
QUESTIONS 
 
We have answered the key questions below, however much more detail can be found on the 
ICO’s website regarding an individual’s right to access. 
 
1. Making a subject access request? 
A Subject Access Request (SAR) must be made in writing (which can include an email or 
social media). If a request is made verbally, there is no obligation for the school to respond 
however, depending on the circumstances, we may still be happy to do so but will advise 
you of this at the time. 
 
Where the individual requesting the data is disabled and as a result finds it extremely difficult 
to make the request in writing, we are happy to make an adjustment for them in line with our 
obligations under the 2010 Equality Act. We will also take into account their specific disability 
in the way in which we respond.  
 
A request form is provided in this appendix for making a request, though making a request in 
this format is not a requirement. Including specific details of the data you wish to see in your 
request will enable a more efficient response. We may need to contact you for further details 
on your request if insufficient information is contained in the original request.  
 
2. What about when the SAR is made on behalf of another individual? 
The law does not prevent you from making a subject access request via a third party. This 
might be a solicitor acting on your behalf or simply a friend or relative, if this makes you feel 
more comfortable. However, you must provide written authority and the school reserves the 
right to contact you should we have any concerns about the request and/or supplying the 
data to your representative. 
 
3. What if I want to request information about my child who is a pupil at the school? 
Where you are making a SAR on behalf of a pupil (in your care) the legal position is that the 
data (whatever their age) is still their personal data and does not belong, for example, to a 
parent or guardian. It is the child therefore who has the right of access, even though in the 
case of young children these rights are likely to be exercised by those with parental 
responsibility. 
 
Before we respond to a SAR for information held about a child, we are entitled to consider 
whether or not the child is mature enough to understand their rights and, if we are confident 
that this is the case, we are legally required to respond to the child. In England there is no 
legal age limit at which it is presumed that a child is mature enough (although the age in 
Scotland is set at 12, which may be a reasonable indication of appropriate age. When 
considering borderline cases, we are required to take other factors into consideration, 
namely: 
o the child’s level of maturity and their ability to make decisions like this 

o the nature of the personal data 

o any court orders relating to parental access or responsibility that may apply 

o any duty of confidence owed to the child or young person 

o any consequences of allowing those with parental responsibility access to the child’s of 

young person’s information: this is particularly important if there have been any 
allegations of abuse or ill treatment 

o any detriment to the child or young person if individuals with parental responsibility 

cannot access the information, and 
o any view’s the child or young person has on whether their parents should have access to 

information about them. 

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-of-access/


38 

 

 
4. What happens if the data I am asking for also includes information about other 
people? 
If, by disclosing the information you request would also mean disclosing information about 
another individual who can then be identified, we do not have to comply with your request 
except where the other individual has consented to us supplying the information or we 
believe that it is reasonable, taking into consideration all the circumstances, to comply 
without the other individual’s consent. 
 
5. Can I be asked for more information when I make a SAR? 
We are allowed to confirm two things with you when you make a SAR: 
 

1. If we are in any doubt about the identity of someone requesting information on 

personal data, we are allowed to request more details from you to ensure that we are 

not giving personal data out to the wrong person.  

2. We may also need further information from you to ensure that we find the data that 

you have requested and where this is the case, the time limit will start from the date 

on which we receive the additional information. 

 
6. Will I have to pay a fee and if so, how much? 
Generally a fee is not payable for a SAR. A charge may be applied if the request is 
excessive or repetitive. In addition, we may charge a reasonable fee if you request further 
copies of the same information. The fee charged will be based on the administrative cost of 
providing the information requested. If the SAR is made for information on a pupil’s 
‘educational record’, we must provide a response within 15 school days. If it does not relate 
to any information that forms part of the educational record, then we have the usual one 
month time limit for responding. 
 
What about repeated or unreasonable requests? 
Whilst the Data Protection Act does not limit the number of SAR you can make, it does allow 
some discretion when dealing with requests that we believe to be made at unreasonable 
intervals. 
 
We are not obliged to comply with identical or similar request to one you have already made 
unless a reasonable amount of time has passed between the first request and any 
subsequent requests. When deciding on whether or not requests are made at reasonable 
intervals, we can take the following factors into consideration: 
o the type of data and whether or not it is particularly sensitive 

o the purpose of us processing the data and whether or not it is likely to be detrimental to 

you as an individual, and 
o how often the data is altered as if it changes frequently, it would not be unreasonable 

for requests to be closer together in terms of when they are made. 
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SUBJECT ACCESS REQUEST FORM 
 
Once completed, please submit this form to the Data Protection Officer (DPO) at: 
admin@princecroft.wilts.sch.uk or post it to Data Protection Officer, Princecroft Primary 
School, Princecroft Lane, Warminster, Wiltshire, BA12 8NT. 
 

Personal details 

Your name:  

Person category e.g. 
employee (past or 
present), pupil, parent: 

 

Telephone number:  

Email address:  

Home address:  
 
 
 

Information sought  

Please use the space below to describe, in as much detail as possible, the information 
you wish to have access to. If appropriate, please include any dates relevant to the 
information sought.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Declaration 

I confirm that I am the person named above and the information requested above is in 
relation to me. I understand that I may be required to provide evidence to verify my 
identity.  

Your signature:   
 

Date:  

mailto:admin@princecroft.wilts.sch.uk


40 

 

APPENDIX 7 - FREEDOM OF INFORMATION PROCEDURES 
 
All schools (as public bodies) are obliged, under the Freedom of Information (FOI) Act 2000, 
to publish certain information about their activities and produce information requested by 
members of the public. Recorded information includes printed documents, computer files, 
letters, emails, photographs, and sound or video recordings. It is the responsibility of the 
Head Teacher to provide advice and guidance to the designated individual within the school 
staff who will co-ordinate FOI requests. Princecroft School will hold a record of requests and 
refusals.  
 
The principles of the FOI Act are: 

o that everybody has a right to access official information; 

o disclosure of information should be the default; 

o requesters do not have to give a reason for wanting the information; 

o all requests should be treated equally; 

o information should only be disclosed if it is information that would be given to anyone 

 
The FOI Act does not cover personal data as this is covered by the GDPR and Data 
Protection Act 2018. The Information Commissioner’s Office has produced a simple guide to 
making an FOI request. 
 
When receiving an FOI request, Princecroft Primary School will respond within 20 school 
days (or 60 working days – whichever is shorter). The time starts when the request is 
received and extra time may be allowed if further clarification is needed from the requester. 
A valid FOI request must be in writing (letter, email or social media), include the requester’s 
real name, an address (postal or email) for correspondence, and describe the information 
requested. Please provide as much information as you can and try to be precise about what 
you are looking for. If you are unable to make the request in writing, for example due to a 
disability, you should seek assistance from another person or agency (such as a Citizens 
Advice Bureau) to assist you with your request or make the request on your behalf. 
 
Please submit your request to the Head Teacher at: head@princecroft.wilts.sch.uk or post it 
to The Head Teacher, Princecroft Primary School, Princecroft Lane, Warminster, Wiltshire, 
BA12 8NT. 
 
We will write to you to:  
 

 acknowledge your request 

 ask for more details or clarification if your request is not clear 

 say whether a fee is required to provide the information requested 

 let you know of any reason your request may be refused or if any of the information 

you have requested falls under exemptions or exceptions 

 give a timescale for completing your request if that information cannot be provided 

immediately or if a third party must be consulted 

 where information can be disclosed, we will normally provide you with a copy of the 

information or a summary, in the format which you have requested for example, 

electronic.  

 
If the data is held publicly anywhere, such as governor records that are available on the 
school website, the requester will simply be directed to the location of the data where they 
can retrieve it for themselves. 
 

https://ico.org.uk/your-data-matters/official-information/
https://ico.org.uk/your-data-matters/official-information/
mailto:head@princecroft.wilts.sch.uk
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The School is not always obliged to provide the information and can refuse an entire request 
under the following circumstances: 
 

 we do not hold the information  

 it would cost too much or take too much staff time to comply 

 the request is vexatious or repeated (from the same person) 

 the information is exempt from disclosure under one of the legally permitted 

exemptions or exceptions 

 
The Freedom of Information Act contains a number of exemptions. Some exemptions relate 
to a particular type of information, for instance, information relating to government policy.  
Other exemptions are based on the harm that would arise or would be likely arise from 
disclosure, for example, if disclosure would be likely to prejudice a criminal investigation or 
prejudice someone’s commercial interests. If a request is refused (all or any part of a 
request) the Head Teacher will send the requester a written refusal notice. 
 
If you feel our refusal is unjustified, you can ask us to review it. If, after an internal review, 
you are still not satisfied then you can ask the Information Commissioner to decide whether 
your request has been dealt with in accordance with the Act. 
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APPENDIX 8 - STAFF SECURE DATA HANDLING AND ACCEPTABLE USE OF ICT 
POLICY 
 
As a professional organisation with responsibility for children’s safeguarding it is important 
that staff take all possible and necessary measures to protect data and information systems 
from infection, unauthorised access, damage, loss, abuse and theft. All members of staff 
have a responsibility to use the school’s computer system and resources in a professional, 
lawful and ethical manner. To ensure that all members of staff are fully aware of their 
professional responsibilities when using Information Communication Technology and the 
school systems, they are asked to read and sign this Secure Data Handling and Acceptable 
Use of ICT Policy.  
 
This is not an exhaustive list and all members of staff are reminded that ICT should be 
consistent with the school ethos, other appropriate policies and the law.  
 

 I understand that Information Systems and ICT include networks, data and data 

storage, online and offline communication technologies and access devices. 

Examples include mobile phones, PDA’s, laptops, tablets, digital cameras, smart 

devices, email and social media sites.  

 School owned information systems must be used appropriately. I understand that the 

computer misuse act 1990 makes the following criminal offences: to gain 

unauthorised access to computer material; to gain unauthorised access to computer 

material with intent to commit or facilitate commission of further offences or to modify 

computer material without authorisation.  

 I understand that any hardware or software provided by my workplace for staff use 

can only be used by members of staff and only for educational use. To prevent 

unauthorised access to systems or personal data, I will not leave any information 

system unattended without first logging out or locking my login as appropriate.  

 I will respect system security and I will not disclose any password or security 

information. I will use a strong password (a strong password is made up from a 

combination of numbers, letters and symbols with 8 or more characters, does not 

contain a dictionary word and is only used on one system).  

 Screens of PC’s, laptops and ipads must be locked when not in use. 

 I will not permit anyone to use my IT devices under my login.  

 I understand that I am responsible for all activity carried out under my username.  

 I will not use anyone else’s login account.  

 I will ensure that any electronic device that I use will lock automatically if an incorrect 

password is entered after several attempts.  

 I understand that I must secure portable electronic devices in a locked cupboard at 

the end of the working day.  

 I understand that school devices may not be used by anyone other than the person 

that they are issued to.  

 I will save documents to the server and not to the desktop or local drives.  

 I will ensure that data is kept securely and is used appropriately at all times.  

 I will report the loss of a device used for work related activities immediately to the 

Head Teacher.  

 All staff and governors must only use the approved email system for the school.  

 I will password protect documents that are sensitive and/or contain personal 

information.  
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 Passwords that I use to access school systems will be kept secure and secret – if I 

have reason to believe that my password is no longer secure I will change it. 

 I will not send sensitive and/or personal information in an email. Instead I will send a 

password protected document and call the recipient with the password.  

 I will request the ICT support apply permissions appropriate to sensitive and or 

personal folders.  

 All USB sticks must be encrypted and password protected, and issued by the school.  

 I acknowledge that the computer provided for me to use remains the property of the 

school and should only be used for school business.  

 I will not access the files of others or attempt to alter the computer settings.  

 I will not update web content or use pictures or text that can identify the school, 

without the permission of the Head Teacher.  

 I will not alter, attempt to repair or interfere with the components, software or 

peripherals of any computer that is the property of the school. I will seek permission 

with the school’s ICT Support Technician / Network Manager should I need to install 

additional software. 

 I will always adhere to the copyright.  

 I understand that the school may monitor the Internet sites I visit.  

 I will not open e-mail attachments unless they come from a recognised and reputable 

source. I will bring any other attachments to the attention of the ICT Support 

Technician / Head Teacher.  

 Any e-mail messages I send will not damage the reputation of the school.  

 I understand that all joke e-mails and attachments are potentially damaging and 

undesirable and therefore must not be forwarded. 

 I understand that a criminal offence may be committed by deliberately accessing 

Internet sites that contain certain illegal material.  

 Use for personal financial gain, gambling, political purposes or advertising is 

forbidden. 

 Storage of e-mails and attachments should be kept to a minimum to avoid 

unnecessary drain on memory and capacity.  

 I understand that I am responsible for the safety of school data that I use or access.  

 In order to maintain the security of data I will take the following steps:  

o I will store data files in my user area only for as long as is necessary for me to 

carry out my professional duties.  

o I will not save data files to a PC or laptop other than that provided by the 

school.  

o If I need to transfer sensitive data files and no secure electronic option is 

available I will only do so using the encrypted USB key provided by the 

school.  

 
Sensitive data must only be sent electronically through a secure method, e.g. Secure 
Net Plus. If this is not available then the minimum requirement is to password protect 
the document before attaching it to email. Sensitive data includes:  

 Pupil reports  

 SEN records  

 Letters to parents  

 Class based assessments  

 Exam results  
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 Whole school data  

 Medical information  

 Information relating to staff, e.g. Performance Management reviews. 

 
If I am in any doubt as to the sensitivity of data I am using, I will consider these 
questions:  

 Would disclosure / loss place anyone at risk?  

 Would disclosure / loss cause embarrassment to an individual or the school?  

 Would disclosure / loss have legal or financial implications?  

If the answer to any of these questions is yes, then the data should be treated as 
sensitive.  
 

 I will not attempt to install any hardware or software including browser toolbars on 

any school owned devices without permission from the IT Support Technician or 

Network Manager.  

 I understand that I must not download unverified apps that may present a threat to 

security on my devices.  

 I will ensure that any personal data of pupils, staff or parents/carers is kept in 

accordance with the Data Protection Act 2018. All personal data will be obtained and 

processed fairly and lawfully, only kept for the specific purpose that it was obtained, 

held no longer than necessary and will be kept private and secure with appropriate 

security measures in place, whether used in the workplace, hosted online (only with 

countries or sites with suitable data protection controls), or accessed remotely. Any 

data which is being removed from the school site such as via email, memory sticks or 

CDs must be encrypted by a method approved by the school. Encrypted USB sticks 

must be obtained from the Schools’ Finance and HR Assistant who will register the 

device and who it was issued to. The device must be returned when no longer 

required or when the staff member leaves and the information wiped. Any images or 

videos of pupils will only be used as stated in the Data Protection policy and will take 

into account parental consent.  

 I will not use any personal device for school business.  

 I will not keep professional documents which contain school related sensitive or 

personal information (including images, files, videos etc. on any personal device such 

as laptops, digital cameras, mobile phones, I pads). I will protect devices in my care 

from unapproved access or theft.  

 I will not store any personal information on the school computer system that is 

unrelated to school activities, such as personal photographs, files or financial 

information.  

 Personal mobile phones or digital cameras must never be used for taking any 

photographs related to school business. The school should have a camera 

specifically for this purpose. The school camera must never be used for personal 

use.  

 Images will only be taken, stored and used for purposes within the school unless 

there has been permission from parents for an alternative use. Parental consent is to 

be requested at the start of each school year for taking children’s photos and for 

using their children’s image in the school brochure and the local press. The school 

will not use any images where approval has not been given by the parent/carer. 

Filming and photographing of children at school events such as sports days and 
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school productions are not permitted. Images of children must be stored on the 

secure server.  

 I will respect copyright and intellectual property rights.  

 I have read and understood the school’s e-safety policy which covers the 

requirements for safe ICT use, including using appropriate devices, safe use of social 

media websites and the supervision of pupils within the classroom and other working 

spaces.  

 I understand that I must report any incidents of concern regarding staff use of 

technology and/or children’s safety to the Head or the Deputy Designated 

Professional in line with the school’s safeguarding policy.  

 I will report any accidental access, receipt of inappropriate materials, filtering 

breaches or unsuitable websites to the e-safety coordinator or the Finance and HR 

Assistant.  

 I will not attempt to bypass any filtering and/or security systems put in place by the 

school. If I suspect a computer or system has been damaged or affected by a virus I 

will report this to the Head Teacher and the Finance and HR Assistant as soon as 

possible.  

 I understand that I must not use unsecured networks.  

 My electronic communication with pupils, parents/carers and other professionals will 

only take place via work approved communication channels e.g. via a school 

provided email addresses or telephone number. Any pre-existing relationships which 

may compromise this must be discussed with the e-safety coordinator.  

 My use of ICT and information systems will always be compatible with my 

professional role, whether using school or personal systems. This includes the use of 

email, text, social media, social networking, gaming, web publications and any other 

devices or websites.  

My use of ICT will not interfere with my work duties and will be in accordance with the 
school policies and the law.  

 I will not create, browse, download, upload, transmit, display, publish or forward any 

material that is likely to be considered offensive, illegal, discriminatory, harassment, 

inconvenience or needless anxiety to any other person or anything which could bring 

my professional role, the school or the County Council, into disrepute.  

 I will promote e safety with the pupils in my care and will help them to develop a 

responsible attitude to safety online, system use and to the content that they access 

or create.  

 If I have any queries or questions regarding safe and professional practice online 

either in school or off site then I will raise them with the relevant appointed Governor 

or the Head Teacher.  

 I understand that it is a disciplinary offence to use the Information Systems for any 

purpose not permitted by the school. IT usage, internet and email may be monitored 

to ensure policy compliance and inappropriate use could lead to disciplinary 

proceedings. The Head Teacher should be asked for clarity if there is any doubt of 

what is permitted.  

 If an E safety incident should occur staff must report it to the designated member of 

staff(s) for child protection as soon as possible.  

 The school Wi-Fi must be kept secure and the code not given to governors or 

visitors.  
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 I understand that all school devices must be returned to the school at the end of my 

employment.  

 I understand that hard copy personal and or sensitive data must be kept secure at all 

times. It must not be left unattended and must be locked away securely.  

 Any hard copy data that is taken off of the school site must be authorised by the 

Head Teacher and must be transported and kept secure.  

 I must not disclose any personal and or sensitive data to anyone that is not 

authorised to receive it.  

 In the event that hard copy data is lost I will immediately inform the Head Teacher.  

 Hard Copy data must be retained as instructed in the IRMS data protection toolkit for 

schools. The Schools’ Finance and HR Assistant will have this information  

 Hard Copy sensitive data must be transferred by secure means and proof of receipt 

must be obtained.  

 
The school may exercise the right to monitor the use of information systems, including 
internet access and the interception of emails in order to monitor compliance with this 
acceptable use policy and the schools Data Protection Policy. Where it believes 
unauthorised and/or inappropriate use of the services information system or unacceptable or 
inappropriate behaviour may be taking place, the school will invoke its disciplinary 
procedure. If the school suspects that the system may be being used for criminal purposes 
or for storing unlawful text, imagery or sound the matter will be bought to the attention of the 
relevant law enforcement organisation. I have read, understood and agree to comply with 
the Secure Data Handling and ICT Acceptable Use Policy. 
 

 
 
 
Signed ___________________________________ Date __________________________ 

 
 
 
 
Print Name 
_____________________________________________________________________ 
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APPENDIX 9 - INFORMATION ASSET / DATA REGISTER / SECURE DATA HANDLING 
 
The school must manage records effectively, in compliance with data protection and other 
regulation. As a school we collect, hold, store and create significant amounts of data and 
information and this register provides a framework of retention and disposal for categories of 
information and documents.  
 

                                           
10 IPF – Individual Pupil Files which are held in the School 

Office and are kept in locked cabinets/files. 
11 If these records are retained on the pupil file or in their 

National Records of Achievement they need only be kept for as 

long as operationally necessary 
12 All records regarding children which are held by teachers and 

have a protective marking of ‘PROTECTED’, ‘RESTRICTED’ or 

‘CONFIDENTIAL’ must be kept in locked cabinets in classrooms 

DATA CLASSIFICATION 

& LEAD  

ACCESSED 

BY 

RETENTION 

PERIOD 

ACTION (at 

end of period) 

WHERE HELD/ 

STORED 

PUPILS 

Assessment  

(External) 

RESTRICTED 

 

Assessment Co-

ordinator 

Class Teacher 

TAs 

SMT 

SENCo  

Current year + 6 Secure 

disposal 

Computer files (Fisher 

Family Trust, Raise 

on Line, school’s own 

assessment files) 

which are password 

protected.  Copies 

may also be kept in 

IPF10. 

Assessment 

(Internal) 

RESTRICTED 

Assessment Co-

ordinator, 

Class Teachers 

Current year + 

511 

  

Records of 

Achievemen

t 

RESTRICTED 

Class Teacher 

until passed to 

Administration 

Officer for filing 

During child’s 

time at school  

Transfer to 

secondary 

school or to 

another 

primary school 

when a child 

moves on. 

IPF after being written 

on computer.   

Notes re 

behaviour 

and any 

other 

records 

created in 

the course 

of contact 

RESTRICTED 

 

Class Teacher 

Review at the 

end of 3 years 

and either 

allocate a 

further retention 

period or secure 

disposal. 

Secure 

disposal or if 

felt relevant 

pass on/up to 

next school 

(primary/secon

dary) 

Teachers’ records 

kept in classroom.12 

Copied to Individual 

Pupil Files (IPF) 

Electronically- 

CPOMS, SEN locked 

cabinet. 
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13 SEN central filing system must be locked 

with pupils 

not listed in 

this 

schedule 

Attendance 

registers 

SIMS 

PROTECTED 

 

Administration 

Officer 

SMT 

Office Staff 

Class Teacher 

SENCo 

Children & 

Family Support 

Advisor  

Date of register 

+ 3 years 

Secure 

disposal – if 

these are 

retained 

electronically 

any back-up 

copies school 

be destroyed 

at the same 

time. 

SIMS system.   

Individual 

Pupil files 

(IPF): 

RESTRICTED 

Administration 

Officer 

SMT 

Office Staff 

Class Teacher 

SENCo  

Children & 

Family Support 

Advisor  

During child’s 

time at school  

Transfer to 

secondary 

school or to 

another 

primary school 

when child 

moves on.  In 

the case of 

exclusion may 

be appropriate 

to transfer 

record to PRU 

IPF which are kept on 

staff shared drive. 

SEN Files 

 

CONFIDENTIAL 

SENCo 

SENCo 

Class 

Teachers 

TAs 

SMT 

DOB + 25 years 

(min retention 

period). It may 

be appropriate 

to add additional 

retention period 

in certain cases. 

Duplicate copies 

kept by Class 

Teachers should 

be destroyed. 

Secure 

disposal 

Individual pupil SEN 

files kept by SENCo13 

Copies of relevant 

documents kept by 

Class Teachers (e.g. 

IEP)  

 

Storage problems 

for SEN long term- 

copies going on to 

other schools 

SATS 

results 

(External 

statutory 

SATs) 

RESTRICTED (but 

CONFIDENTIAL 

when an individual 

pupil can be 

identified). 

Assessment Co-

ordinator 

Class 

Teachers 

SMT 

Assessment 

Coordinator 

Year of 

examination + 6 

years 

Secure 

disposal 

File kept by Head 

Teacher / School 

Office (locked).  

Notes in IPF. 

Pupil Profile files with 

Class Teacher that 

are passed on each 

year. 
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Non-

statutory 

stats 

RESTRICTED (but 

CONFIDENTIAL 

when an individual 

pupil can be 

identified). 

 

Assessment Co-

ordinator 

 

Class 

Teachers 

SMT 

Assessment 

Coordinator 

Year of 

examination + 5 

years 

Secure 

disposal 

IPF 

 

Pupil Profile files with 

Class Teacher that 

are passed on each 

year. 

Admission 

data – 

including 

proof of 

address 

supplied by 

parents as 

part of 

process and 

supplementa

ry 

information 

CONFIDENTIAL 

Administration 

Officer 

Office Staff 

SMT 

Class 

Teachers 

Children & 

Family Support 

Advisor 

SENCo 

During pupils 

time at school.   

 

If relevant, pass 

on/up to next 

school in pupil 

file. 

Transfer to 

archives or 

secure 

disposal 

SIMS and paper copy 

in IPF. 

Admission 

Data 

CONFIDENTIAL 

Administration 

Officer 

Office Staff 

SMT 

Class 

Teachers 

Children & 

Family Support 

Advisor 

SENCo 

Date of last 

entry in book/file 

+ 6 years 

 

Consider 

transfer to 

archives 

Transfer to 

archives or 

secure 

disposal 

SIMS 

Annual Data 

Collection 

Sheets 

RESTRICTED 

Administration 

Officer 

Office Staff Current form 

kept in hard 

copy  

Shred previous 

form 

Data forms sent out in 

hard copy to parents.  

When forms are 

returned, SIMs is 

updated and latest 

form is kept on file in 

School office.  Access 

is restricted via fob 

system. 

Statement of 

Educational 

Needs 

CONFIDENTIAL 

SENCo 

SMT 

SENCo 

Class Teacher 

Relevant TAs 

DOB + 30 years Secure 

disposal 

(unless legal 

action is 

pending) 

SEN central filing 

system. 

Copy with Class 

Teacher 

 

Proposed 

Statement of 

Educational 

needs 

CONFIDENTIAL 

SENCo 

SMT 

SENCo 

Class Teacher 

Relevant TAs 

DOB + 30 years Secure 

disposal 

(unless legal 

SEN central filing 

system. 

Copy with Class 

Teacher 
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action is 

pending) 

Reports 

from 

external 

specialists 

to support 

any SEN 

provision 

(e.g. 

Educational 

Psychologis

t, Speech 

Therapist) 

 

 

CONFIDENTIAL 

SENCo 

SMT 

SENCo 

Class Teacher 

Relevant TAs 

DOB + 30 years Secure 

disposal 

(unless legal 

action is 

pending) 

SEN central filing 

system in locked 

cabinet. 

 

 

Correspond

ence, advice 

and 

information 

to parents 

regarding 

educational 

needs. 

CONFIDENTIAL 

SENCo 

SMT 

SENCo 

Class Teacher 

Closure + 12 

years 

Secure 

disposal 

(unless legal 

action is 

pending) 

SEN central filing 

system. 

Copy may also be 

with Class Teacher 

Accessibility 

Strategy 

CONFIDENTIAL 

Head Teacher 

SMT 

Governors 

Closure + 12  

years 

Secure 

disposal 

(unless legal 

action is 

pending) 

Staff shared drive 

Correspond

ence relating 

to 

authorised 

absence and 

issues 

PROTECTED 

Head Teacher 

SMT 

Administration  

Officer 

Children & 

Family Support 

Advisor 

Date of Absence 

+ 2 years 

Secure 

disposal 

IPF 

Parental 

Permission 

Slips for 

schools 

trips 

RESTRICTED 

Class Teacher, 

Administration 

Officer 

Trip organisers 

 

Administration 

Officer 

Conclusion of 

trip. If a major 

incident: DOB + 

25 years for 

child/children 

involved.  In 

addition, the 

permission slips 

for all pupils 

need to be 

retained to show 

that the rules 

Secure 

disposal 

One full set taken on 

trip, additional set 

kept in School Office 

during trip and then 

destroyed. 

 

Documents that are 

retained in the event 

of any major incident 

should be stored in 

locked cabinet in 

School office. 
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14 The retention period has been set in agreement with the 

Safeguarding Children’s Officer 

have been 

followed 

Walking Bus 

Registers 

PROTECTED 

Administration 

Officer 

Administration 

Officer 

Date of register 

+ 3 years 

Secure 

disposal 

School Office 

Accident 

Reporting 

(not 

reportable to 

County) 

PROTECTED 

Administration 

Officer 

SMT DOB + 25 years Transfer to 

secondary 

school or to 

another 

primary school 

when a child 

moves on 

Accident books kept 

in individual first aid 

bags in classrooms. 

When book complete 

kept in locked cabinet 

in caretakers’ 

cupboard. 

Records 

created by 

schools to 

obtain 

approval to 

run an 

Educational 

Visit outside 

the 

classroom 

NOT PROTECTED 

EVC 

EVC 

 

Administration 

Officer 

Date of visit + 

14 years14 

 Locked cabinet in 

School Office  

Accident 

Reporting 

(to County) 

RESTRICTED 

Administration 

Officer 

Head Teacher 

SMT 

Administration 

Officer 

DOB + 25 years Transfer to 

secondary 

school or to 

another 

primary school 

when a child 

moves on 

County forms used 

from Wisenet 

Copy in central 

‘Accident Reporting’ 

file in School Office.   

Copy in IPF/Staff File 

Free School 

Meals 

register 

RESTRICTED 

Administration 

Officer 

Administration 

Officer 

Current year + 6 

years 

Secure 

disposal 

On SIMS  

Secondary 

Transfer 

Sheets 

CONFIDENTIAL 

Head Teacher 

SMT Current year + 2  Secure 

disposal 

Originals to 

Secondary School. 

Copies held in 

archives (locked). 

Attendance 

returns 

CONFIDENTIAL 

Administration 

Officer 

Local Authority Current year + 1 Secure 

disposal 

Part of Census online 

and retained by Local 

Authority.  Any written 

documents used to 

work from is shredded 

after data has been 

completed on line. 
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15 Child Protection Files are kept separately to IPF and are kept 

in a separate locked cabinet with named key holders. 

Child 

Protection 

Files 

CONFIDENTIAL 

Designated Child 

Protection Lead 

Head Teacher 

 

Designated 

Child 

Protection 

Lead 

 

Children & 

Family Support 

Worker 

DOB + 25 years Secure 

disposal 

Child 

Protection 

information 

must be 

copied and 

sent under 

separate cover 

to new 

School/College 

whilst child is 

under 18.  

Where child is 

removed from 

roll (i.e. home 

educated) the 

file should be 

copied to the 

Local 

Authority. 

Child Protection files 
15 

CP 

Concerns 

 

CONFIDENTIAL 

Designated Child 

Protection Lead 

Head 

 

Designated 

Child 

Protection 

Lead 

 

Children & 

Family Support 

Worker  

DOB + 25 years Secure 

disposal, if the 

school 

believes that at 

some stage 

the information 

might be 

relevant, the 

new school will 

be made 

aware of it. If 

unsure, 

contact the 

Local Authority 

child protection 

staff. 

Recorded 

electronically with 

CPOMS. Password 

protected. 

PRE CAF 

ASSESSME

NT 

CONFIDENTIAL 

SENCo or 

Designated Child 

Protection Lead 

dependent upon 

reason for CAF 

Professionals 

involved plus 

family 

Current Year + 

3 years 

 Electronic copies kept 

on shared drive, 

password protected. 
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16 Staff Personnel Files are held in the school’s main office in 

locked cabinets.  Access to the office is by restricted passcode 

entry system. 

 CAF CONFIDENTIAL 

Designated Child 

Protection Lead 

As detailed in 

CAF, cannot 

be shared 

without 

parental 

permission 

DOB + 25 years  

 

Shred Electronic copies kept 

on shared drive, 

password protected. 

After School 

Club 

registration 

forms 

PROTECTED 

Administration 

Officer 

responsible for 

After School 

Clubs 

Administration 

Officer 

Relevant 

Academic Year 

Secure 

disposal 

Kept in files in School 

office 

Medical 

Information 

and consent 

forms re 

After School 

Club 

attendance. 

RESTRICTED 

Administration 

Officer 

responsible for 

After School 

Clubs 

Administration 

Officer 

Retained for 

time that club is 

running.  Major 

incident, DOB + 

25 years for 

child/children 

involved. 

Secure 

disposal 

Kept in files in School 

office  

Prejudice 

Related 

Incident Log 

CONFIDENTIAL 

Administration 

Officer 

SMT Date of last 

entry in the book 

+ 6 years 

Secure 

disposal 

School office 

Physical 

Restraint 

Log 

CONFIDENTIAL 

Administration 

Officer 

SMT Date of last 

entry in the book 

+ 6 years 

Secure 

disposal 

School office 

DATA CLASSIFICATION 

& LEAD 

ACCESSED 

BY 

RETENTION 

PERIOD 

ACTION (at 

end of period) 

WHERE 

HELD/STORED 

STAFF PERSONNEL RECORDS 

Supply Time 

sheets (paper 

copy) 

PROTECTED 

Administration 

Officer, Finance 

Officer 

Finance 

Officer 

SMT 

Current + 6 

years 

Secure 

disposal 

School office 

(restricted access) 

and locked filing 

cabinets 

Staff 

Absences 

(entered on 

SIMS and 

hard copies 

in personnel 

files) 

PROTECTED 

Administration 

Officer, Finance 

Officer 

Finance 

Officer 

Administration 

Officer 

SMT 

 

Termination + 7 

years 

Secure 

disposal 

Staff Personnel Files16 

in School office 

Staff 

Personnel 

files 

CONFIDENTIAL 

Administration 

Officer, Finance 

Officer 

Head/SMT 

Finance 

Officer 

Termination + 7 

years 

Secure 

disposal 

School office 
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Administration 

Officer 

 

DBS Central 

Records 

CONFIDENTIAL 

Administration 

Officer, Finance 

Officer 

Finance 

Officer 

Administration 

Officer 

 

 Secure 

disposal 

Electronic copies are 

password protected.  

Each academic year 

make new electronic 

copy and work on that 

for current year so 

previous year remains 

unaltered. 

Disciplinary 

proceedings 

(not to do 

with CP) 

CONFIDENTIAL 

Head Teacher 

Head 

Governors 

 Secure 

disposal 

Staff personnel files 

- Oral 

warning 

  Date of warning 

+ 6 months 

Secure 

disposal 

Staff personnel files in 

locked cabinet 

- Written 

warning 

(L1) 

  Date of warning 

+ 6 months 

Secure 

disposal 

Staff personnel files in 

locked cabinet 

- Written 

warning 

(L2) 

  Date of warning 

+ 12 months 

Secure 

disposal 

Staff personnel files in 

locked cabinet 

- Final 

Warning 

  Date of warning 

+ 18 months 

Secure 

disposal 

Staff personnel files in 

locked cabinet 

- Case not 

found 

  Conclusion of 

case 

Secure 

disposal 

Staff personnel files in 

locked cabinet 

Allegations 

against staff - 

founded (not 

Child 

Protection) 

CONFIDENTIAL 

Head Teacher 

Head/Deputy 

Governors 

Termination + 7 

years  

Secure 

disposal 

Working file whilst 

case is active, then in 

sealed envelope in 

Staff personnel files.   

Child 

Protection 

Allegations 

against staff 

and records 

of follow up 

actions and 

resolution 

(even 

unfounded) 

CONFIDENTIAL 

Head Teacher 

Head Teacher 

Governors 

Until retirement 

age of employee 

or 10 years from 

allegation date, 

whichever is 

longest. 

 

 

Secure 

disposal 

File kept on 

employee’s 

confidential personnel 

record at County hall 

(not in the School 

Staff Personnel File) 

Records 

relating to 

accident, 

injury at work 

(only those 

RESTRICTED 

Administration 

Officer 

SMT 

Governors 

Date of incident 

+ 12 years (may 

need further 

retention period 

in case of 

Secure 

disposal 

Central accident 

record books and  

personnel files. Note: 

Needs to be copy in 

both as Personnel 
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reported to 

County) 

serious 

accidents) 

Files have a different 

retention period 

Lesson 

observations, 

monitoring 

and 

performance 

including  

Professional 

Development 

Plans 

CONFIDENTIAL 

Head Teacher 

SMT Termination + 7 

years 

Secure 

disposal 

Employee personnel 

file and Head 

Teacher’s central 

filing system in locked 

file/cupboard 

Performance 

Management 

CONFIDENTIAL 

Head Teacher 

SMT Termination + 7 

years 

Secure 

disposal 

Staff personnel file 

and Head Teacher’s 

central filing system in 

locked file/cupboard 

Letters to 

staff 

regarding 

terms & 

conditions 

CONFIDENTIAL 

Head Teacher 

SMT 

Finance 

Officer 

Business 

Manager 

 

Termination + 7 

years 

Secure 

disposal 

Held on G Drive 

(password protected) 

and is not held longer 

than needed. Paper 

copies kept in filing 

system in School 

office until end of 

financial year and 

then archived (locked 

cabinets).   Copies in 

personnel files. 

Letter to HR 

re staff 

CONFIDENTIAL 

Administration 

Officer, Finance 

Officer 

Author and 

SMT/Governor

s on ‘need to 

know basis’ 

Termination + 7 

years 

Secure 

disposal 

Contact Tree PROTECT 

Administration 

Officer, Finance 

Officer 

All staff Current Year Destroyed 

once replaced 

by updated 

copy 

Held by individual 

staff and should be 

kept safely 

Staff Data 

Collection 

Sheets 

(Annual) 

CONFIDENTIAL 

Administration 

Officer, Finance 

Officer 

Finance 

Officer 

Business 

Manager 

 

Current Year Shred Entered onto SIMS 

and then destroyed. 

DATA CLASSIFICATION 

& LEAD  

ACCESSED 

BY 

RETENTION 

PERIOD 

ACTION (at 

end of period) 

WHERE 

HELD/STORED 

RECRUITMENT 

Recruitment 

Information 

and Interview 

notes 

CONFIDENTIAL 

Administration 

Officer, Finance 

Officer 

Finance 

Officer and 

those involved 

in recruitment 

process 

Date of 

interview + 6 

months  

Secure 

disposal 

School office in locked 

files. 

Pre-

Employment 

vetting (Eg: 

references 

CONFIDENTIAL 

Administration 

Officer, Finance 

Officer 

Finance 

Officer 

Date of check + 

6 months 

Secure 

disposal by  

Administration 

Officer, 

School office in locked 

files. 
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and DBS 

checks) 

Finance 

Officer 

DATA CLASSIFICATION 

& LEAD 

ACCESSED 

BY 

RETENTION 

PERIOD 

ACTION (at 

end of period) 

WHERE 

HELD/STORED 

MANAGEMENT & FINANCIAL 

Log Books CONFIDENTIAL 

Head Teacher 

SMT Date of last 

entry in book + 

6 years 

Retain in 

school for 6 

years from 

date of last 

entry 

Heads’ office or 

archives filing system 

(locked) 

 

Minutes of 

SMT  

CONFIDENTIAL 

Head Teacher 

SMT Date of meeting 

+ 5 years 

Date of 

meeting + 5 

years 

Heads’ office or 

archives filing system 

(locked) 

Reports 

made by 

Head 

Teacher or 

SMT 

RESTRICTED 

Head Teacher 

SMT and 

those to whom 

report was 

addressed 

Date of report + 

3 years 

Date of report 

+ 3 years 

Heads’ office or 

archives filing system 

(locked) 

Staff 

Changes 

PROTECTED 

Finance Officer 

SMT 

Finance 

Officer 

   

Payroll 

reports 

CONFIDENTIAL 

Finance Officer 

 

Business 

Manager 

Finance 

Officer 

  

Business 

Manager 

 

Head Teacher 

No guidance on this – what 

does the school do and how 

long do you feel they should be 

retained? ‘Salary Cards’ are 

‘Last Date of Employment + 85 

years’ and ‘Maternity Pay 

Records’ are current + 3 years.  

Presumable the LA retain 

copies too – Can Emma find 

out what she should do from 

LA?? 

 

Held on G Drive 

(password protected) 

and hard copies in 

filing system in 

Finance office in 

restricted entry office 

(fob controlled) until 

end of financial year 

and then archived 

(locked cabinets) 

Staffing 

Structure 

(with spine 

points on) 

CONFIDENTIAL 

Head Teacher 

 

Finance 

Officer 

  

Head Teacher 

Current year +6 years Held on G Drive 

(password protected) 

and hard copies in 

filing system in 

Finance office in 

restricted entry office 

(fob controlled) until 

end of financial year 

and then archived 

(locked cabinets) 

Budget Files 

(Budget 

Planning 

and Final 

PROTECTED 

Head Teacher 

Finance 

Officer, Head 

Teacher, 

Current + 6 

years 

Secure 

disposal 

In filing system in 

Finance’s office in 

restricted entry office 

(fob controlled). 
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Budget and 

back up 

documents) 

Deputy Head 

Teacher,  

Business 

Manager 

Proofs of 

identity 

collected as 

part of 

process of 

checking 

“portable” 

enhanced 

DBS 

disclosure 

RESTRICTED 

Finance Officer  

Head Teacher, 

SMT 

Finance 

Officer  

Once checked 

note should be 

kept of what 

was seen and 

what has been 

checked.  If felt 

necessary it 

should be in 

staff’s personal 

file. 

If retained, as 

per staff files 

In personnel file, in 

locked cabinet. 

DATA CLASSIFICATION 

& LEAD 

ACCESSED 

BY 

RETENTION 

PERIOD 

ACTION (at 

end of period) 

WHERE 

HELD/STORED 

GOVERNORS 

Minutes – 

Principal set 

(signed) 

PROTECTED 

Chair of 

Governors 

Governors 

SMT 

Permanent Retain in 

school for 6 

years from 

date of 

meeting  

Staff shared drive 

Minutes – 

Inspection 

copies 

PROTECTED 

Chair of 

Governors 

Governors 

SMT 

Date of meeting 

+ 3 years 

Secure 

disposal (If 

these minutes 

contain any 

sensitive 

personal 

information 

they should be 

shredded) 

 

Staff shared drive 

Agendas NOT PROTECTED 

Clerk to 

Governors 

 Date of meeting Secure 

disposal 

Staff shared drive 

Reports PROTECTED 

Chair of 

Governors 

Governors 

SMT 

Date of report + 

6  years 

Retain in 

school for 6 

years from 

date of 

meeting 

Staff shared drive 

Annual 

Parents’ 

meeting 

papers 

PROTECTED 

Chair of 

Governors 

 Date of report + 

6  years 

Retain in 

school for 6 

years from 

date of 

meeting 

Staff shared drive 
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Instruments 

of 

Government 

NOT PROTECTED  Permanent Retain in 

school whilst 

school is open 

 

Trusts and 

Endowment

s 

PROTECTED 

Chair of 

Governors 

Governors 

SMT 

Permanent Retain in 

school whilst 

school is open 

 

Action Plans PROTECTED 

Chair of 

Governors 

Governors 

SMT 

Date of Action 

plan + 3 years 

Secure 

Disposal 

 

Policy 

Documents 

PROTECTED 

Chair of 

Governors 

Governors 

SMT 

Expiry of Policy Retain in 

school whilst 

operationally 

required. 

Paper copies in Staff 

room, staff shared 

drive 

Complaints 

files 

CONFIDENTIAL 

Chair of 

Governors  

Chair of 

Governors 

Head Teacher 

Date of 

resolution of 

complaint +  6 

years 

Retain in 

school for first 

6 years.  

Review for 

further 

retention in 

case of 

contentious 

disputes.  

Secure 

disposal or 

routine 

complaints. 

In locked cabinet in 

office 

Annual 

Reports 

required by 

the 

Department 

of Education 

PROTECTED 

Chair of 

Governors 

Chair of 

Governors, 

Head Teacher 

Date of report + 

10 years 

  

Proposals 

for schools 

to become, 

or be 

established 

as Specialist 

Status 

schools. 

RESTRICTED 

Chair of 

Governors 

Chair of 

Governors, 

Head Teacher 

 Current + 3 

years 

 

DATA CLASSIFI

CATION & 

LEAD 

ACCESSED 

BY 

RETENTION 

PERIOD 

ACTION (at 

end of period) 

WHERE 

HELD/STORED 

ADMINISTRATION 

School 

Brochure/Prospectus 

NOT 

PROTEC

TED 

 Current  + 3 

years 

Disposal  Electronically on G 

drive, paper copy in 

office cabinets 
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We are committed to the principles of data protection including the principle that information 
is only to be retained for as long as necessary for the purpose concerned.  The table below 
sets out the main categories of data that we hold, where it is held, who accesses it and the 
retention period.   
 
The Head Teacher is responsible for ensuring that this is carried out appropriately.  
 
You will find below (pages 43-54) the Schools Information data register. The additional notes 
to support this register are: 
 

 Any data that is marked as ‘PROTECTED’ or higher should be encrypted. 

 Users should not remove or copy personal or sensitive data from the organisation or 

authorised premises unless the media is encrypted, is transported securely and will be 

stored in a secure location. 

 Users should protect all portable and mobile devices, including media used to store and 

transmit personal data using encryption software. 

 Need to identify threats – most in schools are due to inappropriate handling/storage of 

documents – lost documents, loss of portable media, stolen laptops with breaches in 

web security and insufficient destruction of disposed data being occasional causes. 

 Ensure good back up (off site) of documents crucial to day to day running of the school. 

 Schools will already have some measures in place – off site back up, server hardware 

located in physically secure location, restricted access to areas where sensitive data is 

stored, enforced use of passwords, no use of portable data or encryption properly 

implemented.  However, organisations should check that the measures and controls 

which they have in place are applied and effective. 

Administr

ation 

Officer 

Circulars 

(staff/parents/pupils) 

NOT 

PROECT

ED 

Administr

ation 

Officer 

 Current + 1 year Secure 

disposal 

Paper copies kept in 

School office 

Newsletters NOT 

PROECT

ED 

Administr

ation 

Officer 

 Current + 1 year Review to see 

whether further 

retention 

required  

Paper copies kept in 

School office 

Visitors’ Book NOT 

PROECT

ED 

Administr

ation 

Officer 

 Current + 2 

years 

Review to see 

whether further 

retention 

required  

In School office 
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 Prioritising risks: Organisations should use their lists of risks and associated levels to 

identify the risks they need to address as a matter of priority.  The higher the level of risk, 

the higher the priority to tackle it.   
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APPENDIX 10 – DATA RECTIFICATION REQUEST FORM 
 
DATA RECTIFICATION REQUEST FORM 
 
Once completed, please submit this form to the Data Protection Officer (DPO) at: 
admin@princecroft.wilts.sch.uk or post it to Data Protection Officer, Princecroft Primary 
School, Princecroft Lane, Warminster, Wiltshire, BA12 8NT. 
 

Personal details 

Your name:  

Your status e.g. 
employee, pupil etc.: 

 

Telephone number:  

Email address:  

Home address:  
 
 
 

Data you wish to be rectified 

Please use the space below to describe, in as much detail as possible, the data which you 
believe to be inaccurate or incomplete. 
 
 
 
 
 
 
 
 
Please use the space below to describe, in as much detail as possible, the amendments 
or additions you wish to be made to the data. 
 
 
 
 
 
 
 
 

 

 

Declaration 

I confirm that I am the individual named above and the information requested above is in 
relation to me. I understand that I may be required to provide evidence to verify my 
identity.  

Your signature:   
 

Date:  

 

mailto:admin@princecroft.wilts.sch.uk
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APPENDIX 11 – DATA DELETION REQUEST FORM 
 
DATA DELETION REQUEST FORM 
 
Once completed, please submit this form to the Data Protection Officer (DPO) at: 
admin@princecroft.wilts.sch.uk or post it to Data Protection Officer, Princecroft 
Primary School, Princecroft Lane, Warminster, Wiltshire, BA12 8NT. 
 

Personal details 

Your name:  

Your status e.g. 
employee, pupil etc.: 

 

Telephone number:  

Email address:  

Home address:  
 
 
 

Data you wish to be deleted 

Please use the space below to describe, in as much detail as possible, the data 
which you wish to be deleted. 
 
 
 
 
 
 
 
 
 
Reason for request 
Please indicate below which of the reasons set out above applies to your request 
 
 
 
 
 
 
 
 
 

Declaration 

I confirm that I am the individual named above and the information requested 
above is in relation to me. I understand that I may be required to provide evidence 
to verify my identity.  

Your signature:   
 

Date:  

 
 

mailto:admin@princecroft.wilts.sch.uk

